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INTRODUCTION
The ideas here represent a synthesis of partici-
pant reflections following the George C. Marshall 
European Center for Security Studies Seminar 
on Russia resident course in early 2025, and the 
GCMC Strategic Competition and Russian resident 
course in February 2026. Given the importance of 
continually assessing and implementing a variety 
of deterrence mechanisms focused on the Russian 
Federation, participants in the Seminar on Russia 
and the Strategic Competition and Russia courses 
sought to analyze and assess the efficacy of select 
deterrence strategies. This article represents dis-
cussions held throughout the courses. It is not 
reflective of individual sentiments or state policies 
but rather a consensus of participants.

DETERRENCE IN BRIEF
In general, deterrence can be summarized as “dis-
couraging states from taking unwanted actions, 
especially military aggression.” Ultimately, suc-
cessful deterrence relies upon credible capabili-
ties, unwavering resolve, and clear signaling.  Most 
literature on deterring Russian hybrid attacks/irre-
gular warfare focuses on deterrence by denial, or 
resilience. Although deterrence by denial and dete-
rrence by punishment are understood as two diffe-
rent deterrence choices, both deter by inflicting 
costs and “concern the sensitivity of the putative 
challenger to [such] ‘costs.’” Hardening targets and 
reducing vulnerabilities ahead of and in prepara-
tion for a hybrid attack imposes costs (time, effort, 
risks) on those defending against Russian hybrid 
attacks. Further, deterring against hybrid threats 
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imposes much heavier costs on the defender that 
must endeavor to defend everywhere, while per-
petrators retain the initiative by executing hybrid 
attacks below the threshold of war on select tar-
gets.  

In the face of persistent Russian hybrid attacks,  
strategies of deterrence can employ a wide variety 
of economic and legal tools to raise costs. Punitive 
measures can include financial and economic 
sanctions on individuals, secondary sanctions on 
entities, asset seizures or freezing ($300bn), and 
legal actions, including criminal and administrative 
proceedings. However, very few articles explore 
reactive, proportional, and in-kind kinetic hybrid 
responses against the attacker after the fact, 
aimed at achieving de-escalation; in other words, 

“deterrence by retaliation.” Further, it is clear that 
effectively deterring Russian hybrid warfare must 
include cost-imposition mechanisms that are tra-
ditionally viewed both as deterrence by denial and 
as deterrence by punishment. 

ASSUMPTIONS
An examination of the potential for Russia to be 
deterred by a strategy that includes in-kind hybrid 
attacks assumes the following: 

•	 Russia considers itself to be in an existential 
war with the West.

•	 Russian deterrence by intimidation and threat 
(“informational deterrence”) reflects a logic of 
demonstrative punitive actions that is deeply 
socialized in Russians from an early age and 
rooted in Russian culture: Dostoyevsky’s Cri-
me and Punishment (punishment follows the 
crime) is understood more by Russian society 
than the imposition of costs via financial and 
economic tools by the West, which itself can 
be instrumentalized to suggest that the West 
seeks to steal Russian resources. 

•	 Russia exercises cross-domain coercion 
including in the hybrid domain, a fact that is 
reflected in NATO’s 2022 Strategic Concept. 
Logically Western cross-domain deterrence 
represents a response based in parity, equa-
lity, and reciprocity—all characteristics Russia 
demands external adversaries show it.

•	 Russia can be deterred when facing credible 
threats of retaliation or adversaries hit back 
for effect, but escalates when benefits and 
rewards outweigh perceived costs and risks. 

•	 Only when Russia is deterred does it 
deescalate. To achieve this, the West needs to 
reclaim control over escalation mechanisms. 

These premises suggest an exploration of pro-
portional and in-kind hybrid retaliatory responses 
to Russian hybrid attacks is warranted. Such a 
punitive approach in response to Russian hybrid 
attacks is controversial, raising ethical, moral, 
and narrative control issues for democracies and 
highlighting the widespread perception that even 
proportional, in-kind responses to Russian hybrid 
attacks risk escalation. 

CAVEATS

DEMOCRATIC LEGITIMACY VS. PROTECTION IMPERATIVE
Western democracies face a fundamental dilem-
ma: remaining accountable to democratic legiti-
macy while fulfilling the primary obligation of any 
state—protecting its citizens. Russia exploits this 
tension by operating below the threshold of armed 
conflict, knowing that democratic, operational-level 
decision cycles are slower and constrained by 
legal, ethical, and proportionality norms. Assigning 
attribution to a hybrid attack may take some time, 
so proportional and in-kind hybrid responses are 
often delayed response options. If Western Allies 
and partners were to decide to pursue deterren-
ce by punishment via in-kind hybrid attacks, then 
they would need to have informed consent from 
their publics, explaining that proportional, in-kind 
responses are designed to impose costs on Rus-
sia and so avoid escalation to open, armed conflict. 
This, though, could incentivize Russia to respond 
through further attacks to challenge this dees-
calation claim, through, for example, information 
operations intended to undermine public support. 
This asymmetry creates a structural disadvantage: 
Western governments require public consent and 
legal justification, whereas in Russia Putin alone—
or in consultation with a small group of siloviki and 
not subject to any oversight—may be consulted, 
and Russia’s intelligence services, and the proxies 
they employ, are empowered to act rapidly. 

CIVILIAN HARM AND LOSS OF MORAL LEGITIMACY
The punitive hybrid measures outlined above—
financial, economic, informational—frequently 
affect civilian populations more directly than 
political or security elites, risking unintended 
humanitarian consequences and erosion of moral 
authority. If Russian society is impacted more than 
Russian elites, maintaining Western public support 
will be harder. In addition, Russian information 
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operations will argue that an inherently “Russo-
phobic” West punishes Russians and Russian sta-
tehood, seeking regime change, rather than dees-
calating Russia’s malign strategic behavior.  

PROMISES AND PERILS OF AMBIGUITY
If the West is unclear when a redline is crossed but 
clear regarding its consequences, or, alternatively, 
clear when the redline is crossed but ambiguous 
about consequences, then deterrence can benefit 
from such ambiguity. This trade-off is at the heart 
of redline theory. For example, US nuclear doctrine 
remains unclear under what conditions a nuclear 
first strike is justified because to be clear would 
endanger interests. There is also the unlikely pro-
blem of “catastrophic success”: totally deterring 
Russian hybrid attacks could prompt Russia to 
move to conventional or nuclear attacks. Unless 
and until the West has exquisite intelligence and 
knowledge of the Russian system, trigger points, 
decision-making mechanics, and an ability to 
calibrate likely second- and third-order effects 
that may generate perverse incentives, accepting 
ambiguity manages risks. 

A PROPOSED FRAMEWORK

ENSURE THE PRIMARY OBJECTIVE IS NATO-FIRST OR 
REGIONAL RULES-BASED INTERNATIONAL ORDER 
STABILITY
Does the West seek to deter Russian hybrid 
attacks against NATO member states and/or 
against non-NATO European partner states such 
as Moldova, Georgia, or Armenia? Strategic intent 
shapes operational art. Therefore, a first step is to 
list Russia’s vulnerabilities and those individuals 
and organizations involved in malign activities. 
Second, Allies must identify their key vulnerabili-
ties and most likely targets of these attacks. The 
EU is in the early stages of working on shared 
intelligence on Russia, including mapping vulne-
rabilities and establishing common ground among 
Allies and partners on naming and shaming. 

This distinction between Russian vulnerabilities 
(i.e., potential Russian targets of Western punitive 
attack) and the Russian individuals and organi-
zations involved in attacking the West assumes 
and requires conceptual clarity regarding Rus-
sian actors and their responsibilities. Referen-
ces to “the West,” NATO, and the EU are often 
used interchangeably, yet even if mechanisms 
were to be put into place that were accepted by 
democratic societies, these formal and informal 
international bodies are not designed to execute 

effective in-kind, proportional, and timely punitive 
responses to subthreshold hybrid attacks. While 
NATO and the EU provide essential frameworks for 
collective defense, coordination, and resilience, 
they lack the operational agility and legal authority 
required for rapid, in-kind hybrid responses below 
Article 5. As a result, such punitive measures inevi-
tably remain the responsibility of national govern-
ments. 

However, acting purely at the national level risks 
fragmentation and has limited strategic effect. To 
achieve collective impact, national actions must 
be closely coordinated and nation-to-nation, prefe-
rably through flexible, informal arrangements that 
enable faster decision-making, operational experi-
mentation, and rapid adaptation to adversary coun-
termeasures. Over time, effective mechanisms 
developed through such flexible coordination 
could be institutionalized and gradually integrated 
into EU and NATO structures to enhance long-term 
coherence and collective capacity.  An example of 
this can be found in European law enforcement 
cooperation. The Prüm Convention—also known 
as the Schengen III Agreement—initially establi-
shed among a small group of willing states outside 
formal EU structures, enabled rapid, automated 
data exchange on DNA, fingerprints, and vehicle 
registration. Its operational success led to its sub-
sequent integration into EU frameworks. This type 
of rapid-response coordination requires enhanced 
intelligence sharing and political synchronization 
among NATO capitals. Structured cooperation 
among European states to exchange operational 
lessons and actionable intelligence, combined 
with systematic capital-to-capital communication 
for early warning and alignment, is essential.

FRAME HYBRID ATTACKS
NATO should view the damaging of undersea 
infrastructure as acts of war and use force to stop, 
search and arrest the crews of responsible ships. 
The Baltic states already declare such actions as 
such.  In these circumstances, under what man-
date does a response take place: EU, NATO, coali-
tions of the willing (faster responses and greatest 
flexibility) that might involve non-Western coun-
tries? Considerations should be given to NATO Arti-
cles 4 and 5 in these situations.

Emerging practices in the Black Sea further illustra-
te evolving deterrence dynamics. Türkiye, Romania, 
and Bulgaria have established a trilateral demining 
initiative, with discussions underway about expan-
ding its mandate to protect critical infrastructure. 

http://www.marshallcenter.org/en/publications/clock-tower-series/strategic-competition-seminar-series-fy25/russias-evolving-redlines
https://cepa.org/article/how-to-counter-russias-hybrid-threats-first-make-them-a-priority/
https://www.consilium.europa.eu/en/press/press-releases/2022/06/21/council-conclusions-on-a-framework-for-a-coordinated-eu-response-to-hybrid-campaigns/
https://www.consilium.europa.eu/en/press/press-releases/2022/06/21/council-conclusions-on-a-framework-for-a-coordinated-eu-response-to-hybrid-campaigns/
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://www.fedpol.admin.ch/en/prum-convention
https://eur-lex.europa.eu/eli/dec/2008/615/oj/eng?utm
https://news.postimees.ee/8145169/editorial-order-in-the-baltic-sea
https://kyivindependent.com/turkey-romania-bulgaria-sign-deal-on-black-sea-mine-clearance-2/
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Türkiye’s 2015 shootdown of a Russian aircraft 
after airspace violations also serves as an exam-
ple of selective escalation to restore deterrence, 
highlighting how regional actors are increasingly 
willing to impose direct costs when thresholds are 
crossed.

DEVELOP A PLAYBOOK
The West needs to develop a deterrence playbook 
for hybrid warfare that includes deterrence-by 
-denial and deterrence-by-punishment activities 
“to raise the cost of hostile hybrid actions.” Such 
a playbook should develop best practices based 
on lessons learned. Red Teaming is vital to honing 
skills. Western offensive cyber operations are 
legally limited to targeting vulnerable Russian mili-
tary network targets but could benefit from coo-
peration with Ukraine and other states, not least 
by the provision of detailed intelligence, training, 
and where appropriate, Western weapons (mate-
rial support). Broadly, the following set of activities 
could be included in such a playbook.

1.	 Conduct operations against Russia’s ener-
gy sector. To prevent Moscow’s use of third-party 
countries to avoid sanctions and to disrupt the 
logistics of the shadow fleet using international 
law, encourage nations to share all required data 
to prevent Russia’s use of attribution to states 
who do not share data required by internatio-
nal law. States can engage in overt information 
sharing, enabling Ukraine to target the Russian 
energy sector. Through 2026, Ukrainian drone 
attacks on Russian oil refineries, storage termi-
nals, pumping stations, shadow fleet oil tankers 
themselves, and other necessary export infras-
tructure have yielded a forty percent reduction 
in Russian oil exports, even as oil prices have 
increased following the closure of the Strait of 
Hormuz.

2.	 Explore alternate or increasing NATO acti-
vities/actions. Actively counter Russian aircraft, 
drones, and missiles that violate NATO airspace; 
increase military exercise and operations to 
demonstrate capabilities; hold training exercises 
with nuclear weapons, including repositioning of 
nuclear weapons.

3.	 Disrupt Russia’s military rebuilding pro-
gram (attack Russia’s ability to adapt). Conduct 
cyber-operations; disrupt resource flows to Rus-
sian military rebuilding industries; drive wedge 
between Russia and potential partners; and con-
duct clandestine/covert sabotage.

4.	 Separate partners (i.e., Iran, China, North 
Korea, Belarus) from Russia. Take actions 
against these nations for helping Russia; provide 
incentives for not assisting Russia; and use 
sealed indictments to arrest those involved 
at opportune moments. Operation Epic Fury 
and Operation Roaring Lion have highlighted 
military-technical and intelligence links between 
Iran, Russia, and China, particularly the impor-
tance of trans-Caspian shipments. Israeli attacks 
on Iranian Northern Fleet port infrastructure on 
the Caspian coast has degraded the partnership 
between Russia and Iran disrupting a vital supply 
artery for the Kremlin in its war against Ukraine.

5.	 Target Russian hybrid attack actors. NATO 
should respond to Russia’s unconventional 
means by targeting the perpetrators of their 
hybrid attacks, such as the GRU. This includes 
strengthening intelligence, deploying additional 
capabilities, and causing consequences inimical 
to Russia. In addition to the GRU, the FSB, SVR, 
Russian proxies, cultural representatives, and 
sections of the diaspora should be a focus, with 
an emphasis on defining/identifying lawful com-
batants.

6.	 Establish a clearly communicated action–
reaction mechanism. Directly tie each Russian 
hybrid action to a predefined, proportional res-
ponse (“in reaction to X, we will do Y”) to rein-
force credibility, signaling clarity, and minimize 
unwanted escalation potential.

7.	 Provide legal frameworks. Ensure there 
are clearly defined legal authorities that enable 
proportional, cross-domain responses below the 
threshold of armed conflict, while also highligh-
ting the domestic political risks such measures 
can generate. For example, the importance of 
legal preparedness can be seen in Lithuania’s 
response to Belarusian hybrid activities, where in 
October 2025, cigarette-smuggling balloons cros-
sing the border were classified as hybrid attacks. 
Unable to neutralize the threat kinetically, Lithua-
nia imposed economic and logistical costs by 
temporarily closing access for Belarusian trucks, 
prompting Minsk to seek diplomatic negotiations.

MAINTAIN A GRADUATED APPROACH
Deterrence efforts should be partial and gradual 
as to leave room for further escalation or deesca-
lation depending on Russian responses. For exam-
ple, 197 ships of Russia’s shadow fleet of 600 
tankers have been sanctioned. The West should 

https://www.bbc.com/news/world-middle-east-34912581
https://cepa.org/comprehensive-reports/the-hybrid-threat-imperative-deterring-russia-before-it-is-too-late/
https://www.reuters.com/business/energy/least-40-russias-oil-export-capacity-halted-reuters-calculations-show-2026-03-25/
https://www.israeltoday.co.il/read/caspian-strike-marks-first-idf-hit-on-iran-russia-supply-lifeline/
https://www.reuters.com/world/lukashenko-orders-talks-with-lithuania-border-issue-belta-says-2025-11-11/


February 2026

5  |  ISSN: 3053-0350

focus on implementing existing sanctions as a 
highly effective form of deterring Russian hybrid 
warfare. Indeed, Russian shadow fleet activities 
provide funds for Russian hybrid attacks. The West 
could further consider the impact of sanctions on 
Rosatom to affect energy revenue. As proof of the 
effect of sanctions, some Russian bank officials 
employed  by Sberbank that were on the US sanc-
tions list were removed from the list, following their 
resignation from the bank.

SIGNAL/BACK CHANNEL MESSAGE
Back-channel messaging could convey that the 
West will reciprocate with like-to-like hybrid actions 
(such as sabotage and assassination campaigns), 
mirroring Russia’s own actions and times and 
places of our choosing. Such an explicit though 
nonpublic declaration would draw a clear line 
between cause and effect, namely that Russian 
hybrid attacks are responded to in kind. This can 
change Putin’s calculus. Back-channel messaging 
would primarily be done through direct diplomatic 
means (supported by Track-2 efforts). Using global 
and regional fora, the West could publicly message 
to Russian populations that any attacks against 
Moscow’s systems are punitive retribution for 
the Kremlin’s misdeeds abroad. Such messaging 
could highlight Russian current and past crimes. 
(Of note, it remains unclear how effective such 
messaging could be, given Russian state media 
propaganda and information control efforts.)

CAPITALIZE ON SECOND-ORDER EFFECTS AND EXERCISE 
REFLEXIVE CONTROL
Not responding immediately to Russian hybrid 
attacks may impose costs in the short term, but 
it may provide gains in the longer term as these 
attacks, such as in the case of Bulgaria, change 
public opinion and reduce support for Russia. 
Whether by default or design, nonresponse is a 
form of reflexive control over Russia that exploits 
the fact that Russia escalates until deterred, even 
as it strengthens a target state’s political will to 
resist. 

MAKE USE OF METRICS
Direct, observable indicators of the success of 
deterrence by punitive cost imposition measures 
are difficult to identify and measure. However, 
indirect and proxy metrics suggest a method to 
gauge correlation between these measures and 
corresponding Russian deescalatory reactions 
including the degradation of Russia’s proxy force 
projection; oil export decline; and changes to FSO 

VIP personnel protection procedures following tar-
geted assassinations.

FOSTER AND MAINTAIN PUBLIC AWARENESS AND 
SUPPORT AND THEREFORE POLITICAL SUSTAINABILITY
To effectively enable a long-term and sustainable 
posture in deterrence measures, sustained public 
awareness and political support for actions and 
their associated costs are essential. For deterren-
ce by denial efforts, making cities more resilient 
to hybrid attacks saves civilian lives. The logic is 
unassailable and receives widespread societal 
support. However, deterrence by punishment is 
a harder sell, involving as it does a counterintui-
tive logic based on an understanding of Russian 
strategic behavior that escalates and assumes 
greater risks. Such risks include miscalculation 
whereby Russia crosses the threshold into full-sca-
le conventional war, until pushback. This paradigm 
needs to be explained to the public.  As a result, 
strengthened societal cognitive resilience helps 
democratic governments maintain legitimacy, pre-
serve domestic cohesion, and secure continued 
backing for punitive measures and associated 
costs. Without informed and prepared publics, 
democracies risk losing the political foundation 
required to uphold the type of prolonged hybrid 
deterrence efforts described herein.

ESTABLISH REDLINES, ENGAGE IN STRATEGIC SIGNALING, 
AND ENSURE ESCALATION MANAGEMENT
Effective deterrence requires the establishment of 
clear redlines in response to Russian hybrid attacks 
and the demonstrated willingness to collectively 
enforce them. Redlines are only meaningful if they 
are operationalized in practice. Moving beyond a 
purely defensive posture means accepting that 
certain forms of hybrid aggression must trigger 
deliberate countermeasures. Deterrence by denial 
or punishment therefore necessitates a willing-
ness to escalate selectively to deescalate. This 
includes the possibility of imposing costs outside 
EU or NATO theaters and across domains, thereby 
combining national capabilities to generate greater 
collective effects. NATO redlines must be owned, 
communicated, and acted upon when crossed. 
Current debates in Poland and Romania illustra-
te how enforcing redlines is constrained less by 
capability than by political hesitation, legal ambi-
guity, escalation risk, and missing effectiveness in 
alliance coordination.

https://www.reuters.com/business/finance/us-removes-former-sberbank-executive-alexandra-buriko-sanctions-list-2025-12-30/
https://www.cambridge.org/core/journals/european-political-science/article/abs/impact-of-russias-propaganda-on-security-perceptions-in-romania-and-bulgaria/46217F04AF43CE391213429E8B2ECF48
https://responsiblestatecraft.org/romania-poland-elections/
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BUILD CREDIBILITY
To make these hybrid-type activities credible, sce-
nario-based response plans and preapproved 
response packages must be prepared in advance, 
ready for execution once Russian hybrid attacks 
begin and supported by functioning early warning 
mechanisms to activate measures as soon as 
required.

CONCLUSION
In summation, in Russia’s ongoing hybrid war 
against the West there is a vital need to analyze 

various deterrence mechanisms including those 
that fall under the traditional definitions of dete-
rrence by denial and deterrence by punishment. 
The suggested playbook and other recommenda-
tions herein could strengthen existing deterrence 
methods by aligning national capabilities, coordi-
nated responses, and clearly enforced redlines 
into a coherent strategic posture. Credible commit-
ment, operational readiness, and consistent sig-
naling of intent will be critical in restoring control 
over escalation dynamics and reinforcing effective 
deterrence.~ Σ
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