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M
arch 11, 2011, was a bad day in the history of critical 
energy infrastructure. Many were shocked and deeply 
moved by the earthquake and tsunami that hit the 

coastline of Japan resulting in great destruction and loss of 
life. The magnitude-9.0 earthquake also produced a perfect 
storm of cascading events leading to a station blackout of the 
nuclear power facility at Fukushima. The facility’s backup 
power sources, consisting of the sites’ other reactors, diesel 
backup generators, switching and control systems, and 
switches to Japan’s national power grid, all failed after the 
last on-site batteries quickly drained. nuclear plant opera-
tors had no lights on their control panels, giving them little 

capability to assess the situation (examine telemetry on the 
state of vital equipment) or to completely execute steps 
to protect the plant. sensors and their links to automated 
safety systems failed to react to rising reactor temperatures. 
no power was available to operate emergency valves or cool-
ant pumping systems.

as Fukushima personnel worked heroically to save 
the plant, the first analyses of stuxnet were coming out.1 
something troubling had appeared in cyberspace: a new 
and highly sophisticated form of malware capable of 
operating undetected while executing targeted attacks 
against industrial control systems resulting in destruction of 
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equipment. stuxnet was a watershed event that changed the 
cyber security landscape.2 This malware was programmed 
specifically to destroy supervisory control and data acquisi-
tion (sCaDa) and programmable logic controller systems 
that met certain criteria. if the criteria were met, stuxnet 
would then take over industrial control systems and cause 
the targeted equipment to malfunction and destruct. while 
performing the attack, it sent incorrect data to safety sensors 
and automated safety systems to inform that machines 
were running normally when they were not. Machines were 
being destroyed yet monitors indicated all was normal. one 
could not help asking the questions: Could a stuxnet type 
of attack cause similar cascading failures leading to a total 
plant shutdown of an energy producing facility, or even a 
whole sector of critical infrastructure? is plant security or 
critical infrastructure security just about physical security 
(building thicker and higher walls, raising backup generators 
higher above sea level, etc.),3 or is there a significant cyber 
dimension that must be taken into account? Does the energy 
sector form part of a nation’s critical infrastructure? if so, is 
a cyber attack on this infrastructure also a threat to national 
security? This article aims to explore these questions and 
propose solutions to reduce the risk of a “Cyber Fukushima” 
event in the energy sector.

T h e  s h a p e  o f  T h e  c y b e r  T h r e aT
international experts4 and opinion leaders5 in the industrial 
Control systems (iCs) field have sought answers to these 
questions, along with four operators in Lithuania’s energy 
sector (two electrical grid operators, LiTGriD and LesTo, 
the national natural gas pipeline Lietuvos Dujos and the 
Center for Technology and innovation). regarding the 
question of cyber security and the appearance of stuxnet 
type malware, operators responded that since their control 
and data networks were isolated from the internet they 
did not see this as a serious or imminent threat. when it 
was suggested that a malware attack like stuxnet could use 
internal and isolated networks (via usb sticks or mainte-
nance/engineering personnel with laptops, not to mention 
disgruntled employees using insider knowledge), they paused 
to think. They corrected themselves by adding that attacks 
were possible but downplayed the threat. preparing for such 
an attack would require a great deal of detailed information 
that energy operators do not openly make available.6

The next question concerned interdependence. were their 
operations reliant upon the health of other national criti-
cal infrastructures? The answer was yes. both the electrical 
and natural gas pipeline operators depend to some extent 
on the telecommunications sector for their control and data 
networks. a failure of telecommunications would affect their 
ability to control and manage systems remotely. in addition, 
the natural gas operator’s equipment was dependent on elec-
tricity from the national and regional power grid. electrical 
failure would affect pipeline operations.

it also slowly became clear that the information technol-
ogy and iCs worlds looked at cyber security differently. For 
example, an iT security person believes in strong password 

policies. passwords must be complex, securely protected 
from disclosure and changed periodically. The goal is to 
ensure confidentiality, integrity and availability of infor-
mation. iCs security priorities are nearly the opposite. 
availability is the top priority, followed by integrity and 
confidentiality. iCs need to be available, reliable and safe. 
The priority for iCs was availability of critical processes and 
services. in an emergency, a critical infrastructure operator 
needs to respond quickly to ensure that critical processes 
and vital services continue without interruption or damage 
and loss of life. Default passwords are often used and they 
are even hard-wired into the system. in the iCs world, an 
operator trying to access a particular black box (program 
logic controller that is part of a very large sCaDa system) 
does not, in a moment of crisis – if telemetry tells the opera-
tor that pressure, temperature or spin rates are beyond 
accepted norms – have time to waste searching for a pass-
word. iCs systems were not initially designed with the kind 
of security that iT security practitioners have in mind. They 
were designed with minimal hardware requirements (weak 
Cpu’s, low memory, and low bandwidth, simpler protocols) 
to safely and reliably perform simple automated tasks. Few 
iCs designers assumed that one day the networked wintel 
(Microsoft windows/intel based computers) world of iT 
security specialists and the bad guys, who try to attack them, 
would someday enter their “world.”

Furthermore, unintentional incidents can occur from 
poorly thought out applications of iT security policies on 
iCs.7 such applications can actually cause denial of services 
or damage to critical systems because of a lack of advanced 
testing and understanding of the effects of implementing iT 
security policies on very large and complex systems. in fact, 
it may be that in the iCs world there are more unintentional 
or accidental cyber incidents than intentional ones. This is a 
very complex and difficult issue to understand and address if 
one relies solely on iT specialist expertise without consulting 
iCs specialists.8 one must remember, regardless of how these 
incidents happen, a potential attacker can use this knowledge 
with the intention of preparing and executing an attack.

T h e  e U  p e r s p e c T i v e
as can be seen by visits to Lithuanian electrical and natural 
gas pipeline operators, a clear need to address the cyber 
dimension of critical energy infrastructure (Cei) protec-
tion has emerged. if european union member states are 
to become more widely interconnected through increased 
market liberalization (particularly in the electricity and gas 
sectors), privatization of state-owned infrastructure opera-
tors and the emergence of new regulations, their critical 
energy infrastructures must be able to continue to func-
tion under severe conditions, since their breakdown could 
have catastrophic consequences for other eu nations. The 
november 4, 2006, electricity blackout in Germany provides 
an illustration. The blackout started in Germany but ended 
up affecting 11 countries, including austria, belgium, 
France, the netherlands, portugal, spain and Morocco. in 
total, 15 million people were affected for three days. if the 
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potential problem is ignored, a cyber-caused, Fukushima-
like disaster affecting various countries in europe and its 
neighborhood is possible. it has become clear that increased 
european interdependency, resulting from cross-linking 
energy networks and infrastructure, has inevitably led to 
higher vulnerability for the entire energy system. and given 
the high dependence on the telecommunications sector for 
operational processes, control, data and security, the growing 
cyber dimension of Cei must be given priority.

Cei broadly includes the production, storage, refin-
ing, processing and distribution of fossil fuels. but what 
exactly constitutes critical energy infrastructure in the eu? 
although it varies within different member states and its 
protection falls under national jurisdictions, the european 
Commission (eC) has defined critical infrastructure as “an 
asset, system or part thereof located in Member states which 
is essential for the maintenance of vital societal functions, 
health, safety, security, economic or social well-being of 
people, and the disruption or destruction of which would 
have a significant impact in a Member state as a result of 
the failure to maintain those functions.”9 if the disruption 
or destruction of this kind of critical infrastructure would 
have a significant impact on at least two member states, it is 
referred to as “european critical infrastructure.”10 The eC 
Directive that includes these definitions specifically concen-
trates on the energy and transport sectors, the former 
addressing the extraction, storage, pipelines and dispatching 
centers associated with gas and oil, as well as power plants, 
transmission and distribution networks, dispatching centers, 
nuclear fuel cycles and hydroelectric power associated with 
electricity generation and transmission.

N aT U r a l  g a s 
but most vulnerable to cyber threats is the european natu-
ral gas supply chain, since it is overwhelmingly based on 

inflexible pipeline systems (which create dependencies, risks 
and vulnerabilities as seen during the ukrainian gas crises 
of 2006 and 2009, the last of which affected 18 european 
countries).11 The increasing number of gas interconnection 
systems, and their dependence on iCT systems to support 
control centers, compressor stations, storage sites, meter-
ing stations, pressure control systems and export stations, 
makes them especially vulnerable. To quote Frank umbach 
and uwe nerlich on gas supplies: “asset security in pipeline 
systems is an important requirement, in many cases much 
more so than protection of pipes themselves [...] effective 
control centers and other critical assets remain an indispens-
able means of crisis management.”12

The eu has taken some steps at the national and eu-level 
to protect Cei. The first legal instrument on the subject of 
critical infrastructure protection was the 2008 european 
Council Directive on the identification and designation of 
european critical infrastructure and the assessment of the 
need to improve its protection. The european Commission 
Directorate-General for energy also established a network of 
critical energy infrastructure operators from the electricity, 
gas and oil sectors (the TnCeip network) to exchange expe-
rience on security-related issues. The most significant effort 
in Cei protection, however, has been the 2006 european 
Commission program for Critical infrastructure protection, 
which established the framework for protecting critical 
infrastructure – be it national or european – in the eu, and 
led to the 2008 directive. The overall challenges to critical 
infrastructure in the eu are identified as:13 The growing links 
between critical infrastructures (namely energy infrastruc-
ture and information and communication infrastructure), 
which can lead to dependencies and risks that might not be 
apparent until a crisis occurs; and the expansion of regional 
networks across national boundaries, which leads to increased 
vulnerabilities of the entire system.

T h e  s c o p e  o f  T h e  T h r e aT
is there a credible cyber threat to energy infrastructure? 
Though rare, and even more rarely publicized for obvious 
reasons, incidents of cyber attacks on energy infrastruc-
ture have occurred.14 russian hackers apparently attacked 
a nuclear power plant near st. petersburg in May 2008. 
although plant operations were unaffected, its website was 
taken offline inhibiting communication between the plant 
and rosatom (the state nuclear corporation) for several 
hours. simultaneously, rumors of “radioactive emissions” 
were circulated, causing panic among nearby residents. 
There is also evidence of a concerted attack by russian hack-
ers on Georgian government websites in august of 2008, 
accompanying the military attacks that followed. The cyber 
attacks infiltrated the baku-Tbilisi-Ceyhan pipeline, but did 
not disrupt the flow of gas. They did, however, signal russian 
willingness to use cyber warfare to achieve its goals. The Cia 
has numerous reports of incidents that have been attrib-
uted to cyber attacks. although these reports do not name 
any specific countries, the power outages in brazil in 2005, 
2007 and 2009 seem to point to disruptions in sCaDa 
systems achieved through hostile intrusion via the internet. 
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Furthermore, evidence of cyber spies infiltrating u.s. electri-
cal grids has surfaced. in theory, the software left behind in 
the process could disrupt the flow of electricity.

To fight cyber security threats, it is necessary to evalu-
ate the threat level, possible losses, chances of a breach 
and other parameters crucial to preventative or response 
measures. Furthermore, operative security of any activity – 
including that of critical energy infrastructure – depends 
on information and cyber security. on the national level, the 
u.s. has paid an increasing amount of attention to neutraliz-
ing cyber threats and has employed rather effective response 
mechanisms to do so. in 2009, the u.s. Cyber Command 
was created; its mission to defend the information security 
environment and protect the country from external cyber 
attacks. The u.s. Center for strategic and international 
studies has also established a Commission on Cyber security 
to advise the president on the creation and maintenance 
of a comprehensive cyber security strategy. Furthermore, 
the white house has assigned an official to the national 
security Council responsible for coordinating the country’s 
activities in the field of cyber security.

N aT o ’ s  v i e w s
in naTo, cyber defense and energy security both belong 
to the emerging security Challenges Division. During the 
recent Chicago summit, naTo reaffirmed its commitments 
to the cyber defense initiatives it agreed to at the Lisbon 
summit – namely, the Cyber Defense Concept, policy, and 
action plan. naTo has also undertaken steps to provide the 
required resources and reforms necessary to bring all the 
critical elements of naTo bodies under centralized cyber 
protection. along these lines, the naTo Computer incident 

response Capability Full operational Capability, including 
protection of most sites and users, should be in place by the 
end of 2012. naTo has also set out to develop its ability to 
prevent, detect, defend against and recover from cyber attacks 
by “further [integrating] cyber defense measures into alliance 
structures and procedures and, as individual nations, [remain-
ing] committed to identifying and delivering national cyber 
defense capabilities that strengthen alliance collaboration and 
interoperability, including through naTo defense planning 
processes.”15 along with the eu, the Council of europe, the 
un, and the organization for security and Co-operation in 
europe, the Cooperative Cyber Defense Centre of excellence 
in estonia is listed as a relevant partner in addressing growing 
cyber security threats. 

in terms of energy security, naTo noted in its 
Chicago summit Declaration that, while issues pertaining 
to this sector are primarily the responsibility of national 
governments and international organizations, naTo will 
continue to “integrate, as appropriate, energy security 
considerations in naTo’s policies and activities.” The 
alliance expressed support for the establishment of a 
naTo-accredited energy security Centre of excellence in 
Lithuania, reflecting the growing importance of the field. 
The fact that both the naTo energy security Centre and 
the Cooperative Cyber Defense Centre of excellence are 
located in the baltic sea region points towards the emer-
gence of regional expertise. The contribution of the baltic 
states to training and education could be instrumental in 
addressing the growing cyber dimension of critical energy 
infrastructure protection in europe and employing the 
idea behind naTo’s smart Defense concept. These centers 
could develop best practices by providing doctrines and 
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concepts for the alliance in this emerging field; hosting 
and conducting training for naTo countries, courses, and 
exercises; conducting research and development activities; 
studying past or ongoing attacks and drawing up lessons 
learned; and providing advice during ongoing attacks.16 

naTo’s industrial resources and Communication 
services Group (irCsG) has also carried out reports on the 
protection of critical energy infrastructure in electricity, gas 
and oil sectors and offered best practices and recommen-
dations. a Draft Concept paper on energy Cip was created 
in 2011.

c o N c l U s i o N s
Cyber attacks or unintentional incidents inside Cei, while 
difficult to diagnose and expose, are likely to have been visible 
and consequential. one can conclude that cyber threats 
are an issue for iCs, on whose foundations rest our critical 
energy infrastructures. a cyber security incident can occur 
unintentionally17 because of a lack of information about the 
system and the unintended consequences of initiating a new 
process or implementing poorly thought out iT security policy. 
knowledgeable attackers can intentionally cause the same to 
occur. both possibilities can lead to major cascading failures in 
critical infrastructure resulting in danger to national security.

what can be done to reduce the risks of cyber incidents 
or cyber attacks on Cei? First, attention to physical security 
of sites and equipment is not enough. a Fukushima disaster 
variant could have been achieved with a stuxnet style attack, 
yet in preliminary reports about Fukushima there is little 
mention of any cyber security recommendations.18 second, 
risk needs to be understood with an appreciation for the 
peculiarities in security practices found in the iT and iCs 
realms. iT and iCs security practitioners need to formulate 
policies to address risks and threats and those policies must 

be approved by management. The bottom line is that time 
and effort must be dedicated to training system designers in 
iT, cyber security and engineering.

at the national level, iT and iCs security professionals 
and operators (both public and private) need to start discuss-
ing the way ahead. Vulnerabilities need to be understood, 
dependencies recognized and effective measures developed to 
reduce the risk of accidental and intentional actions leading 
to major failures in critical infrastructures.19 Few incidents are 
analyzed and made public. awareness should be increased 
and a better business case built to encourage security profes-
sionals to take steps to secure iCs. in addition to Computer 
emergency response Teams (CerT) for the iT world, there 
also needs to be a CerT for the iCs20 world that would 
collect (with confidentiality assured) information about inci-
dents and distribute analyses and data to iCs managers. with 
this information, a business case for investing in training and 
security equipment designed for the particular requirements 
of iCs can be made.

international cooperation is key to reducing risks from 
cyber threats. Much attention is being given to combating 
cyber crime and terrorists’ use of the internet. however, 
very little has been accomplished in restraining states from 
taking advantage of the “cloak of invisibility” cyberspace 
provides for engaging in malicious cyber activities against 
critical infrastructures of other states. There is no room in 
this article to discuss how these activities could affect inter-
national relations.21 however, states should consider taking 
action on concerns in their common interest:

• agreements to refrain from directing malicious 
cyber activities (MCa) at Cei22 of other states.

• agreements for states to take some responsibility for 
acting on reported MCas in their cyber jurisdictions.

• agreements to set up a coalition of willing institu-
tions and experts to monitor, analyze and report on 
violations of the first two agreements.

The importance of exercises to test procedures, resilience 
and robustness of systems cannot be overstated. in recogni-
tion of the cyber threat to critical infrastructure, naTo for 
the first time will combine its traditional crisis management 
exercise (CMX 12) with its cyber exercise (Cyber Coalition 
12). one of the scenarios will be a cyber attack against criti-
cal infrastructure. in addition to international exercises, it 
may be even more important for nations to conduct national 
exercises to discover capabilities and shortcomings.23

in trying to comprehend cyberspace, several models 
or paradigms have been used. at first (late 1980s and late 
1990s), medicine and history seemed to be a good model 
(viruses and use of anti-virus software to ensure immunity 
from Trojan horses). Later (early 2000s), horror movie 
terminology was popular. new words appeared such as 
“zombie” computer and robot networks, or “botnets.” in 
2007, military terminology entered the vocabulary. During 
a naTo meeting,24 an estonian announced to the audi-
ence that his country was under [cyber] “attack.” The arrival 
of stuxnet took the military tack further with talk of cyber 
“weapons.” Today, this issue is even more complicated and 
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perhaps “religion” could be of help. speakers at cyber 
security conferences have introduced themselves as cyber 
security “evangelists.” There are cyber war “true believ-
ers” and cyber war “skeptics.” There are even different 
“doctrines” of thought, especially regarding “attribution” 
and the usefulness of treaties. sometimes, when one 
speaks about cyber security to an audience, one can appre-
ciate what it must have been like to have been a Christian 
missionary speaking to a pagan audience about why it 
should take this new “unseen power” seriously. 

regardless of terminology, this is a critical time for 
leaders and citizens to reach an understanding of the 
threats emerging in cyberspace, for the threat to criti-
cal energy infrastructure concerns us all. we need to 
understand this if we are to make any headway in foster-
ing consensus among ourselves and nations for reducing 
threats represented by this new unsettling trend.  o
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