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DIRECTOR'S LETTER

V. V e].come to the fifth issue of per Concordiam. This issue marks

the start of the second year of the Marshall Center’s informative publica-
tion initiative. Over the past year, per Concordiam has sought to deliver
thought-provoking articles on a variety of security concerns, while present-
ing differing viewpoints in the hope of encouraging useful discourse. A
healthy exploration of cooperative solutions to these important issues will
contribute to new understanding. This edition continues the tradition by
examining the regional and international security challenges of reducing
weapons of mass destruction (WMD) inventories and preventing the prolif-
eration of these weapons.

The threat of the use of WMD significantly influences the security
environment today and in the foreseeable future. The world is witnessing a
renewed momentum to eliminate all chemical and biological weapons, reduce
nuclear arsenals and secure nuclear materials. In April 2010, the United
States signed the New START treaty with Russia that limits the number of
strategic arms and renews U.S.-Russian leadership on nuclear arms reduc-
tions. In the same month, world leaders convened at the Nuclear Security
Summit in Washington to discuss further ways to secure nuclear materials
and prevent acts of nuclear terrorism and trafficking.

While the risk of nations going to war with nuclear weapons has decreased,
the risk of nonstate actors obtaining nuclear material and technology remains.
The very real possibility of unsecured fissile material being stolen, smuggled
and used to build WMD by a technologically savvy and well-financed terrorist
cell is a growing concern.

Also, proliferation remains an international concern highlighted by Iran’s
development of a civilian nuclear program, about which the International
Atomic Energy Agency and many individual nations have expressed misgiv-
ings. Should Iran’s nuclear ambitions change to develop weapons, other na-
tions would be expected to develop their own WMD in response. This trend
would reverse recent successes and destabilize global security. We look forward
to your feedback on this topic. Your thoughts and input will be included in the
next two issues of per Concordiam.

Our next two issues are on the themes of cybersecurity and NATO’s
new Strategic Concept. Your contributions on these topics will allow us to
continue the productive exchange of information on the many defense and
security issues we face. Please contact us at editor@perconcordiam.org

Sincerely,

Y

Keith W. Dayton
Director

MARSHALL
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The fifth issue of per Concordiam explores the modern security challenge }—
of countering the proliferation of weapons of mass destruction, or WMD.

Today, world leaders are taking great strides in strengthening cooperative

efforts to counter the threat of the use of chemical, biological, radiological

and nuclear, or CBRN, weapons by nonstate actors. To understand why

preventing nuclear technology and nuclear material from falling into the

hands of rogue states is high on the agendas of the United States, Russia

and the European Union, one should examine the development of CBRN

weapons and the Cold War legacy.

This issue of per Concordiam begins by presenting readers with the challenges of countering
the proliferation of WMD. Marshall Center alumni Manuela-Simona Micu and Costinel Anuta
explain the difficulty of controlling nuclear technology and preventing it from falling into the
hands of nonstate actors and rogue states in their article, “Toward a ‘Global Zero’ World” These
difficulties were evident with the arrest and confession of A.Q. Khan, the Pakistani scientist
who directly contributed to the development of the nuclear technology black market. The cur-
rent reaction-oriented solutions including diplomatic pressure, economic sanctions or military
strikes are less successful in the case of nonstate actors because there is no history of rational
state action, financing is difficult to prevent, and military targets are elusive. As a result, the
authors suggest that governments should look at preventive approaches to blocking nonstate
actors’ access to nuclear technology and materials. Listed in the article are some of these initia-
tives targeting the “containment” of proliferation, as well as other bilateral, regional, multilat-
eral and nongovernmental activities.

The second article includes a brief description of the nuclear age from World War 11
to the collapse of the Soviet Union. The development of nuclear weapons and the means
to deliver them forever changed the political landscape of the world following the end of
World War II. As the Cold War heated up between the United States and the Soviet Union,
the strategic defense policies of both countries revolved around increasing developments in
nuclear weapons as the tool to deter a future attack. The policy of nuclear deterrence drove
great expenditures in manpower and economic resources in an arms race whose aftermath
the world is still dealing with.

The U.S. Defense Threat Reduction Agency’s Anne Marek describes the history of the
Nunn-Lugar Global Cooperative Initiative to reduce the threat of WMD in a highly informative
contribution, “Dismantling the Cold War” The initiative’s list of accomplishments illustrates the
need to reduce the threat of WMD and shows what is still left to be done.

Marshall Center professor Col. Jeffrey P. Lee’s gives a descriptive World War I account of the
dangers of militaries using chemical weapons in his contribution “A Deadly Legacy”” He discusses
the status of the Chemical Weapons Convention in Europe and Russia, while briefly mentioning
the dangers of a chemical capability in the hands of terrorists.

In his piece “Containing Nuclear Weapons,” Marshall Center professor Dr. Gregory Gleason
discusses how to embrace nuclear science while restraining its dangerous applications. Dr. Gleason
focuses on Central Asia’s attempt to create a successful nuclear weapon free zone among the five
former Soviet republics of the region. He analyzes whether such treaties are sufficient or whether
they need additional monitoring mechanisms to be effective.

This issue concludes with an article by Lt. Col. John D. Johnson, an Army Fellow at the Mar-
shall Center. He explains why NATO has adopted the missile defense strategy called the Phased
Adaptive Approach and actions required to employ the systems in phases. He addresses possible
problems with Russia over the program and makes recommendations on how to proceed in his
article, “Missile Shield over Europe”

In our next issue, per Concordiam will explore the emerging need for regional and interna-
tional cybersecurity policies to protect vital economic and defense networks. We look forward
to your contributions to this pressing concern in the information age. Also, please send us your
opinion on the New NATO Strategic Concept, the topic of the fall issue of per Concordiam.

— per Concordiam editorial staff



LETTERS TO THE EDITOR

he aim of per Concordiam magazine
is to address security issues relevant
“ to Europe and Eurasia and to elicit

a response from readers. We hope that the
publication of our first four issues did that and
that it also helped stimulate debate and an
exchange of ideas. We welcome your feedback.
Please share your thoughts with us in the form
of letters to the editor that we will publish in
this section. Please keep your letters as brief
as possible, and specifically note the article,
author and magazine edition to which you are
referring. We reserve the right to edit all letters for
language, civility, accuracy, brevity and clarity.

Send feedback via e-mail to:
editor@perconcordiam.org

THINKSTOCK

ARTICLE SUBMISSIONS

The intent of per Concordiam is to be a moderated journal with the best and brightest submitted articles and papers published
each quarter. We welcome articles from readers on security and defense issues in Europe and Eurasia.

First, e-mail your story idea to editor@perconcordiam.org in an outline form or as a short description. If we like the idea,
we can offer feedback before you start writing. We accept articles as original contributions. If your article or similar version is
under consideration by another publication, or was published elsewhere, tell us when submitting the article to us. If you have a
manuscript to submit but are not sure it’s right for the quarterly, e-mail us to ask if we’re interested.

As you're writing your article, please remember:

o Offer fresh ideas. We are looking for articles with a unique

approach from the region. We probably won’t publish
articles on topics already heavily covered in other security
and foreign policy journals.

¢ Connect the dots. We'll publish an article on a single

country if the subject is relevant to the region or the world.

¢ Do not assume a U.S. audience. The vast majority of per
Concordiam readers are from Europe and Eurasia. We’re
less likely to publish articles that cater to a U.S. audience.
Our mission is to generate candid discussion of relevant
security and defense topics, not to serve as an echo
chamber for U.S. foreign policy.

o Steer clear of technical language. Not everyone is a
specialist in a certain field. Ideas should be accessible to
the widest audience.

¢ Provide original research or reporting to support your
ideas. And be prepared to document statements. We fact
check everything we publish.

e Copyrights. Contributors will retain their copyrighted work.

However, submitting an article or paper implies the author
grants license to per Concordiam to publish the work.

¢ Bio/photo. When submitting your article, please include

a short biography and a high-resolution digital photo of
yourself of at least 300 dots per inch (DPI) resolution.

E-mail manuscripts as Microsoft Word
attachments to: editor@perconcordiam.org

Corrections And Clarifications:

The correct spelling of the capital of Moldova is
Chisinau on the map on page 58 of VIN3.

Dr. Sharyl Cross’ book review of Gordon Hahn’s Russia’s
Islamic Threat on page 65 of V1N4 was first published in
January 2009 in the Journal of Slavic Military Studies.

perConcordiam



COURSE OFFERING

SEMINAR ON COMBATING

WEAPONS OF MASS DESTRUCTION/TERRORISM

The Seminar on Combating Weapons of
Mass Destruction/Terrorism provides national
security professionals a comprehensive look
at the fundamentals of combating weapons of
mass destruction and the challenges posed by
chemical, biological, radiological and nuclear,
or CBRN, threats. The course is presented to
civilian and military personnel in mid- and
upper-level positions from all over the world.
The two-week seminar examines best prac-
tices for ensuring that participating nations
have the fundamental knowledge to adhere to

(SCWMD/T)

international agreements related to chemical,
biological, radiological and nuclear materials;
to prevent unsanctioned transfer of WMD
materials; and to prepare for management of
the consequences of a WMD event. Unsanc-
tioned transfer of material applies to both
state and nonstate actors and proliferation of
CBRN - including precursors — to terrorists.

After completion of the pilot course in
2011, SCWMD/T will likely be offered bi-
annually. The course will be conducted in
English only.
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THE FOCUS

SCWMD/T provides a compre-
hensive professional develop-
ment opportunity in one of the
most challenging nexus areas

of national security — combating
weapons of mass destruction and
terrorism. By better understand-
ing the breadth of the challenges
posed by these elements, the
course seeks to improve partici-
pants’ ability to address leaders
at home and across the interna-
tional community on the impera-
tives of regional, continental and
global cooperation to prevent
WMD proliferation and use.



THE CURRICULUM

The SCWMD/T curriculum, which consists of lectures,
seminars, case studies and a field study, is organized
into five broad areas:

Challenges posed by WMD

Nonproliferation

Counterproliferation

Consequence management

Field study

With this comprehensive framework, participants study
a number of key topics:

= Chemical, biological and nuclear issues
Interdiction and border security
Treaties and agreements
United Nations Security Council resolutions
Selected case studies

During the seminar, participants will discuss the broad
definition of CBRN and nonproliferation and counter-
proliferation of those transnational threats. Participants
will also look at the pillars of a comprehensive strategy
of combating weapons of mass destruction. The goal
of the seminar is to enhance the skill sets of national
security professionals to be better prepared to focus on
the prevention of WMD proliferation and use.

In addition to the SCWMD/T, the Marshall Center
offers five programs that examine complex national,
regional and international security issues: Program
in Advance Security Studies (PASS), Program in
Terrorism and Security Studies (PTSS), Seminar on

HOW TO APPLY

For application and deadline information,
contact the Marshall Center Registrar at
registrar@marshallcenter.org, your minis-
try point of contact or the U.S. or German
embassy in your capital city.

CONTACT INFORMATION
International Address:

George C. Marshall Center
Gernackerstrasse 2

82467 Garmisch-Partenkirchen, Germany

U.S. Military Address:
George C. Marshall Center
Unit 24502

APO AE 09053

Telephone: 49-8821-750-2656
Fax: 49-8821-750-2650

For admissions information contact:
www.marshallcenter.org
registrar@marshallcenter.org

Your closest U.S. or German embassy

OTHER MARSHALL CENTER PROGRAIMS -+ -

Transatlantic Civil Security (STACS), Program on
Security, Stability, Transition and Reconstruction
(SSTaR), and Senior Executive Seminar (SES). More
information on these and other Marshall Center
activities is available at www.marshallcenter.org

THE MARSHALL CENTER
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GL

he detonation of the first nuclear bomb
(July 16, 1945) brought humanity to the
Damoclesian nuclear age. Even though
the human race witnessed the destructive
power of the atom (August 6 and 9, 1945)
and found itself on the brink of a nuclear
“apocalypse” (October 1962), nuclear weapons were the
main deterrent, first in the United States and Soviet
Union and then in other states that joined the nuclear
“club” (France, the United Kingdom and China).

The attempts to create a control mechanism over
nuclear technology in terms of law and practice,
starting in 1970 with the enforcement of the Non-
Proliferation Treaty, have had limited impact. The
2004 confession of Pakistani A.Q. Khan regarding his
contribution to the development of the nuclear tech-
nology black market emphasizes the real dimension
of the nuclear “problem” in an international environ-
ment governed by uncertainty.

In these circumstances, the Prague speech of U.S.
President Barack Obama (April 5, 2009) regarding
nuclear disarmament and non-proliferation represents
the first significant post-Cold War signal toward “peace
and security of a world without nuclear weapons”
(Global Zero). President Obama’s speech represents
the first significant nuclear policy change, owing to the

10 »Concordiam
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Keeping nuclear weapons out of
dangerous hands requires cooperation

MANUELA-SIMONA MICU AND COSTINEL ANUTA

DAL

WORLD

comprehensiveness of his agenda in the nuclear field in
relation to past endeavors.

Moreover, the insertion of the nuclear subject into
the agenda of one of the most powerful world lead-
ers brings with it a latent promise to eliminate nuclear
weapons. The key to Global Zero rests in preventing nu-
clear proliferation, which has two key components — one
regarding nuclear weapons per se, including means of
delivery, and the other focused on preventing the spread
of nuclear materials and know-how.

The threat of nonstate actors
Unfortunately, even though current assessments in-
dicate that the first dimension is less apt to involve
nonstate actors, there is evidence of an increase of
nonstate actors’ role in both cases. A comprehensive
analysis of these two facets, even from the nonstate ac-
tors’ perspective, does not imply only the examination of
the problem raised by nuclear weapons’ existence and
use (both strategic and nonstrategic/tactical). Taking
into account the increased demand for nuclear energy,
one must consider the security of the fissile material
and nuclear know-how that could transform any state
or organization into a virtual nuclear power.

Let’s start with nuclear weapons. Even though some
states disagree with placing nuclear weapons in strategic
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and non-strategic categories, the distinction is necessary
to delineate the possible role of nonstate actors. Among
the numerous criteria used to define nonstrategic/tacti-
cal nuclear weapons (NSNWs/TNWs), two of them are
most widely cited: range and yield. According to a ma-
jority of the experts, in the case of range, the NSNWs/
TNWs are defined as short-range weapons, including
land-based missiles with a range of less than 500 kilome-
ters (about 300 miles) and air- and sea-launched weap-
ons with a range of less than 600 kilometers (about 400
miles).! In the case of yield, NSNWs/TNWs typically
have the explosive power of a fraction of a kiloton,
while strategic weapons can produce thousands of ki-
lotons of explosive force.

However, these criteria and the distinctions are not
universally accepted. For example, France classifies all
of its deployed nuclear weapons as strategic, irrespec-
tive of their ranges or yields. Moreover, the latest cat-
egorization of nuclear weapons defines nonstrategic/
tactical weapons as those not covered by strategic arms
control treaties, referred to as definition by exclusion.?

In 2010, nuclear-related events offered the image of
a nuclear world moving in the right direction, at least
at the strategic weapons level. Those events were the
release by the U.S. of a Nuclear Posture Review plac-

U.S. President Barack
Obama welcomes Russian
President Dmitry Medvedev
to the Nuclear Security
Summit in Washington in
April 2010. The summit
offered the opportunity for
the world to collaborate
and cooperate on nuclear
security challenges.

ing the strengthening of the
global nuclear nonproliferation
regime atop the nuclear agenda;
the signing of the New START
treaty; the summoning of a nu-
clear security summit emphasiz-
ing the need to protect fissile
materials (and the summit’s “mirror” version organized
by Iran); and finally, results from the 2010 NPT Review
Conference concerning the creation of a nuclear
weapons-free zone in the Middle East.

Although treaties are reliable accountability instru-
ments facilitating the observation of strategic nuclear
weapons, the nonstrategic/tactical nuclear weapons are
not properly managed. NSNWs/TNWs constitute a
large percentage of the arsenals of the nuclear weapon
states. Some of these tactical weapons are located in fail-
ing states® or conflict areas, a factor that increases the
odds they will be acquired or stolen by nonstate actors.
A number of analysts agree that the former US.S.R.
and Pakistan represent the greatest risk of nuclear tech-
nology being transferred from state to nonstate actors.

Moreover, as a worst-case scenario, political instabil-
ity within a failing state possessing nuclear technology
could bring organizations with terrorist connections
into the position of controlling a nuclear arsenal. Giv-
en the dilemma faced by the international commu-
nity when, in May 2008, the ruling military regime of
Burma initially refused to respond to offers of inter-
national aid following the catastrophic Cyclone Nargis,*
it is debatable whether a human security concept such
as responsibility to protect® could be invoked by the
international community against a sovereign state to
prevent a regional or global nuclear disaster.

The Khan network

The second facet of nuclear proliferation, regarding
fissile materials and nuclear blueprints, has already
advanced irreversibly. Its dimensions were revealed by
the detection of the Khan nuclear trafficking network,
the worst lapse of international and state oversight and
control over nuclear technology.

The Khan enterprise’s success was mainly due to
its innovative approach — to get bits and pieces of en-
richment technology and equipment from small high-
technology firms in the West dealing with individual
components not placed on the “trigger list” of restricted
exports.® After obtaining the knowledge and materi-
als to build a nuclear bomb for Pakistan, Khan entered
the business of exporting fissile material and blueprints
mainly to states. Even though there is no indication that

perConcordiam 11
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Pakistani nuclear scientist A.Q.
Khan waves outside his home in
Islamabad in February 2009. The
architect of Pakistan’s nuclear
program, Khan admitted he
operated a network that spread
nuclear technology to North Korea,

Libya and Iran.

The U.S. Department of Defense
shows the components of a B-61
nuclear bomb. Tactical nuclear
weapons such as the B-61 are
rarely the subject of nuclear arms
limitation treaties, although the U.S.
and the former Soviet Union have
voluntarily reduced stockpiles of

such weapons.
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Khan supplied fissile materials
or nuclear plans to nonstate
actors, this is a scenario yet to
be considered.

However, the disruption of
the Khan network — positioned
at some point at the center of the
nuclear black market — didn’t
stop the illegal procurement
of fissile materials and nuclear
blueprints.” Studies have high-
lighted that these black market
networks are hard to detect be-
cause of their flexibility and re-
silience. “They are often small
and dispersed within the im-
mense network of global busi-
ness” and “the legitimate global
market in nuclear dual-use goods is enormous.”®
The smuggling networks “typically route their
illegal procurements through countries with
weak or nonexistent export controls” and are “us-
ing trading companies in third countries, interme-
diary shippers, and complex payment schemes”
According to experts, the main goal of nonstate
actors, especially terrorist organizations, is acquir-
ing fissile materials or blueprints to build “dirty
bombs” or weapons-grade HEU (highly enriched
uranium) devices. Even though the term dirty
bomb is widely used to describe the potential
nuclear threat coming from nonstate actors, a
weapons-grade HEU device would have far more
destructive effects.

A dirty bomb is a device that disperses a ra-
diological isotope, intending to slowly expose as
many people as possible to radiation and prolong
their exposure. Most experts emphasized that,

despite the panic associated with a dirty bomb
attack, the threat does not have the same impli-
cation as the detonation of a nuclear weapon.'
Meanwhile, a sufficient quantity of weapons-
grade HEU" could hypothetically fit into a crude
gun-type device that could possibly, with a high
degree of luck, achieve a yield of a few kilotons.'

Even though a dirty bomb or HEU bomb have
not been used, one can witness their effects in
some accidental misuse of radiological isotopes.
For example, in 1987 in Goiania, Brazil, a tiny
radiotherapy capsule of cesium was accidentally
broken after it was scavenged from an abandoned
hospital site and contaminated more than 1,000
people (4 died and 244 were found with signifi-
cant radioactive material in or on their bodies).
The costs of cleanup topped $100 million.

The most important feature regarding ac-
cess of nonstate actors to nuclear material is con-
nected to those players’ rationality.” Despite the
fact that even in the case of states one can talk
only about bounded rationality, the rationality of
nonstate actors in the nuclear game is mostly non-
existent, especially in light of suicide terrorism.
Moreover, a “nonstate” equation cannot take into
account the balancing function of nuclear deter-
rence — state actors’ nuclear weapons cannot de-
ter an enemy hidden within the civilian popula-
tion, while the use of nuclear devices by nonstate
actors is a terrifying perspective for inherently
exposed population centers.

Working alone: Not an option

Therefore, in the light of the discussion above,
it is evident that state involvement is not enough
to track, monitor and secure nuclear weapons
and fissile materials. Actually, there is a paradox



regarding the role of the state in nuclear affairs —
the nuclear market is opening for nonstate actors,
and the only way of containing this trend is through
a multinational or international framework. Also,
reactive solutions such as diplomatic pressure,
economic sanctions or military strikes are less suc-
cessful in the case of nonstate actors planning or
carrying out nuclear attacks. There is no rational
interlocutor, their financing is ensured through a
complex network and there is no fixed military tar-
get to strike.

As a result, state actors should look to block non-
state actors’ pursuit of nuclear technology and materi-
als. Many initiatives target the containment of prolif-
eration, irrespective of its alleged beneficiaries, state
or nonstate: the International Atomic Energy Agency
(IAEA), the Nuclear Suppliers Group (NSG), the Pro-
liferation Security Initiative (PSI), the Global Initia-
tive to Combat Nuclear Terrorism (GICNT), the G-8
Global Partnership against the Spread of Weapons
and Materials of Mass Destruction, as well as other
bilateral, regional, multilateral and nongovernmental
activities.

Because all of these initiatives are pieces of a
de-synchronized web, the main ingredient of a new
approach would be networked information manage-
ment. For this purpose, the initiatives could rally
around the IAEA and the “Work Plan of the Wash-
ington Nuclear Security Summit,” released April 13,
2010. A functional network built out of these ini-
tiatives and having as a center of gravity the IAEA
would allow the use of a wide range of instruments
to counter proliferation even in the case of nonstate
actors, ranging from prevention and monitoring
to consequence management actions. On the other
hand, the IAEA should consider developing part-
nerships with transnational and national law enforce-
ment organizations to track individuals or organiza-
tions interested in nuclear technology and materials.

Other potential measures envision new mecha-
nisms to manage fissile materials (international fissile
fuel banks); the establishment of nuclear weapon-
free zones, especially in areas covered by failing or
failed states (on the model initiated during the 2010
NPT Review Conference); or intelligence coopera-
tion, even conducting multinational specialized co-
vert intelligence operations. Moreover, irrespective of
the global economic crisis, these approaches should
be supported financially.

However, bilateral or multilateral agreements
among states such as START and NPT envision, at
least for the medium-term, a reduction of nuclear ar-
senals, not the complete abandonment of their use as

a deterrent. Although most countries support the goal
of a nuclear-free world, they reiterate the deterrent
role of nuclear weapons. We are observing a transi-
tion from Nuclear Primacy to Post-Existential Deter-
rence,' a replacement of the logic of “missile deters
missile, bomber deters bomber, submarine deters
submarine” with the logic “factory would deter fac-
tory, blueprint would deter blueprint, equation would
deter equation”’® An extended debate on the role of
nuclear energy is taking place. Meanwhile, an extend-
ed debate on the role of nuclear energy is also taking
place and the solutions such as a nuclear weapon-free
zone in the Middle East will have to overcome the “tra-
ditional” logic of arms races in the region, a problem
highlighted by Iran’s nuclear efforts. o
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Russian Tu-95 military jets were
dismantled in accordance with the

Strategic Arms Reduction Treaty, or H
START, between the United States and

the ex-Soviet Union. Both sides agreed

to eliminate many bombers that had
carried nuclear weapons.
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De-Escalation in the

Post-Cold War

Nonproliferation is key to peace
as Cold War rivalries fade

Story by per Concordiam Staff

t a time when rogue regimes pursue atomic
A bombs and nations confront the threat of

nuclear proliferation, the former nuclear
- standoff of the Cold War represents an era

of relative stability for many. Even account-
ing for a dose of Nuclear Age-nostalgia and historical
amnesia, there is some truth to the claim that the world
was a more predictable place when it was strategically
split between two rival superpowers.

For all of the fears it inspired, the doctrine of Mutu-
ally Assured Destruction managed to keep the rela-
tive peace for decades, most prominently between the
United States and the Soviet Union. A world power
tempted to launch nuclear weapons had to contend with
an almost inevitable response from its adversaries. It was
a price no nation was willing to pay. The expansion of
Soviet and U.S. nuclear capability in the 1960s and 1970s
— when strategic warheads multiplied by the thousands
in missile silos and aboard submarines and long-range
bombers — raised questions of overkill resulting in the
first of several arms control agreements such as Strategic
Arms Limitation Treaty I.

But after the collapse of the USSR in 1991, the
former bipolar world fragmented. World leaders
expressed unease that nuclear stockpiles once safely
tucked away inside the Soviet empire would become
fodder for international smugglers. Americans and
Russians took comfort that their nations had ceased
pointing Intercontinental Ballistic Missiles at one
another, though they soon recognized the growing
threat of nuclear proliferation in the new multipolar
world, epitomized by the ambitions of nations such as
North Korea and Iran.
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The task facing NATO, and the
international community at large, is
clear but difficult: Rebuild a disarma-
ment and nonproliferation regimen in
a world no longer bound by the rules
of old U.S.-Soviet conflict. Progress has
been steady, if incomplete. Leading by
example, the U.S. and Russia have spent
20 years slashing their stockpiles of
nuclear weapons. The latest arms con-
trol agreement, the New START treaty
signed by Russian President Dmitry
Medvedev and U.S. President Barack
Obama in 2010, mandates a reduction
of one category of nuclear weapon —
strategic warheads attached mostly to
missiles — to 1,550 in each country.

The specter of nuclear material
falling into the hands of international
terrorists has prompted NATO to
refocus on this nontraditional threat.
The Alliance’s most recent dissertation
on the topic appeared with the 2009
publication of the “Comprehensive,
Strategic-Level Policy for Preventing
the Proliferation of Weapons of Mass
Destruction and Defending against
Chemical, Biological, Radiological and
Nuclear Threats” Two recent nuclear-
related incidents — Moldovans trying
to smuggle 2 kilograms of processed
uranium and an al-Qaida sympathizer
suspected of spying within the Europe-
an Organization for Nuclear Research
— suggest the Alliance’s emphasis on
nonproliferation is well founded.

Roots of U.S.-Russia
Cooperation

Ever since the Soviet Union acquired
atomic weapons in the late 1940s, end-
ing the U.S!s brief monopoly of “the
bomb,’ no disarmament talks could
neglect that mutual standoff. When
the Soviet system dissolved in 1991, the
U.S. and USSR could have destroyed
each other many times over. Experts
estimated the rivals’ nuclear warhead
strength at 35,000 for the ex-Soviet
Union and 20,000 for the U.S. Uni-
lateral and bilateral deals carried out
by U.S. presidents George H.W. Bush
and Bill Clinton, on the one hand, and
Mikhail Gorbachev and Boris Yeltsin,
on the other hand, brought about
disarmament on a vast scale. The best
known of those treaties was 1991’s
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Strategic Arms Reduction Treaty, or
START. Though the treaty focused on
long-range strategic weapons, most

of the nuclear bombs deactivated and
dismantled in the 1990s were tactical
weapons, including low-kiloton nuclear
artillery and short- and intermediate-
range missiles no longer needed as the
threat of land war in Central Eu-

rope dissipated. In a largely symbolic
gesture, both nations took the step of
“de-targeting” each other’s cities.

But the fragmentation of the
once-tightly controlled Soviet nuclear
arsenal provoked fears of proliferation.
The splintering of the Soviet Union
into independent states required the
evacuation of nuclear weapons from
new nations such as Kazakhstan,
Belarus and the Ukraine, a mission
largely completed with the help of
NATO members by the late 1990s.

As the nearest thing to a successor
state to the old USSR, Russia retained
much of the old Soviet nuclear force.
The September 11, 2001, attacks on
the World Trade Center in New York
and the Pentagon in Virginia raised
awareness of the threat of weapons of
mass destruction should they fall into
the hands of terrorists. World leaders
were quick to recall a 1998 promise
by al-Qaida leader Osama bin Laden
that it was his Islamic duty to acquire
WMDs. Through agreements such as
the Nunn-Lugar Cooperative Threat
Reduction Program, the U.S. provided
billions of dollars in assistance to
secure Soviet nuclear weapons, going
as far as to buy hundreds of tons of
highly-enriched Russian uranium for
use in U.S. nuclear power plants. The
goal was to dispose of dangerous mate-
rial that could otherwise arm thou-
sands of nuclear weapons.

In 2002, the Moscow Treaty be-
tween presidents George W. Bush and
Vladimir Putin, followed by NATO’s
Rome Summit, attempted to solidify
and extend the arms control gains of
the preceding decade. After signing
the Moscow agreement, Bush spoke
of his hopes for a world secure from
the scourge of a renewed nuclear arms
race: “This is a historic and hopeful
day for Russia and the United States,
a hopeful day also for the world as a

whole. It liquidates the legacy of the
Cold War and the nuclear confronta-
tion of our countries.”

Proliferation Risks

But as the U.S. and Russia made
history by recommitting themselves

to de-escalation, the threat of prolif-
eration, including the sale of nuclear
material on the black market, refused
to recede. During the Cold War, the
most concrete step to stem the spread
of nuclear weapons was the Nuclear
Non-Proliferation Treaty of 1968, ulti-
mately signed by 189 nations, including
the U.S. and then-USSR. The treaty
stresses not only nonproliferation and
disarmament but also the peaceful use
of nuclear energy under the guidance
of the International Atomic Energy
Agency. Moscow invoked the peaceful
use clause as it assisted Iran’s nuclear
program, a sticking point left unre-
solved by the Bush-Putin treaty. NATO
continues to offer proof that Iran is a
terror-sponsoring regime more inter-
ested in building nuclear warheads than
nuclear power plants. Saber-rattling
speeches from Iranian President Mah-
moud Ahmadinejad have done nothing
to soothe international concerns.

But even as Iran pursued its
nuclear ambitions, NATO and its part-
ners notched one success in the pursuit
of nonproliferation: Libya gave up its
nuclear weapons program in 2003
and threw open its uranium-enriching
operation to international inspectors.
An investigation of Libya’s nuclear
program uncovered an international
network of proliferators led by A.Q.
Khan, considered the father of Paki-
stan’s nuclear program. Investigators
allege Khan helped assemble a nuclear
infrastructure not just in Libya but in
North Korea and Iran. The elderly
Khan was sentenced to a temporary
— some say lenient — stint of house
arrest in his home country.

Khan’s removal from the world
stage has not ended nuclear prolif-
eration scares. In 2009, the European
Organization for Nuclear Research,
or CERN, announced the arrest of a
French physicist of Algerian extraction
and accused him of spying for al-Qaida
in the Islamic Maghreb, a violent



extremist group tied to bin Laden. “His
work did not bring him into contact with
anything that could be used for terror-
ism,” the Swiss-based CERN said in an
October 2009 statement. “None of our
research has potential for military ap-
plication, and all our results are published
openly in the public domain.”

Perhaps more serious, in August 2010
three Moldovans were charged with
trying to sell about 2 kilograms of ura-
nium-238 worth an estimated 9 million
euros (about $11 million) on the black
market. The uranium was shipped to
Germany to analyze its country of origin
and enrichment grade, but the Moldo-
van Interior Ministry said the men were
carrying too little fissionable material to
build a nuclear explosive or radiation-
dispersing “dirty bomb.” Two of the three
suspects arrested were former policemen
intent on shipping the uranium to buy-
ers in what the media said were “unspec-
ified countries”

That case hearkens back to two well-
reported uranium seizures in the Cauca-
sus during the past decade. In separate
incidents, Armenian Garik Dadayan and
Georgian Tamaz Dimitradze were caught
trying to smuggle small quantities of
enriched uranium sufficient to supply a
bomb. Both men were accused of being
couriers for undisclosed buyers or sell-
ers, and the uranium in question, owing
to its distinctive chemical signature, likely
came from former Soviet stockpiles.
Slovakia broke up another nuclear fuel
ring in 2007 with seizure of two shells
containing 481 grams of enriched ura-
nium powder. Police said the three sus-
pects, from Hungary and the Ukraine,
hoped to sell the dirty-bomb-grade
uranium for $1 million.

NATO Shifts Strategy

In light of the breakup of the USSR and
the shock of the 9/11 terrorist attacks,
NATO has shifted strategy to place a
greater emphasis on nonproliferation of
WMD. The need to store nuclear weap-
ons under a responsible central author-
ity has been a topic of discussion within
the U.S.-Russia Council, a body formed
during the Rome Summit of 2002 to
maintain open lines of communication
between the former NATO and Eastern
Bloc rivals. Both nations recognize the
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Russian President Dmitry Medve-
dev inspects a Topol-M rocket at a
nuclear missile launching site in May
2008. The latest disarmament treaty
between the U.S. and Russia slashes
strategic nuclear weapons in each
country to 10 percent of their Cold
War peaks.
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danger should nuclear weapons fall
into the hands of anti-NATO and
anti-Russian extremists.

In 2007, NATO activated the Joint
Chemical Biological Radiological and
Nuclear Defense Center of Excel-
lence in Vyskov, Czech Republic. Part
of its mission is the development of
doctrines and standards to combat
the spread of WMD. Ten European
nations, including Poland, Germany,
Italy and Hungary, jointly operate the
center. The Alliance also hosts yearly
nonproliferation seminars to which
nonmember countries are invited.
The last seminar, in Prague, drew 120
senior officials from NATO members
and nonmembers from five conti-
nents. Summing up the conference,
Czech Foreign Minister Jan Kohout
stated that it “reaffirmed that the full
and effective implementation of the

Nuclear Non-Proliferation Treaty and

Defending Against Chemical, Biologi-
cal and Nuclear Threats” The docu-
ment noted that the spread of WMD
and their possible procurement by
terrorists were “the principal threats to
the Alliance over the next 10-15 years.”
NATO followed that up by activat-

ing its Emerging Security Challenges
Division in August 2010. The division,
based at Alliance headquarters in
Brussels, is tasked with confronting “a
growing range of nontraditional risks
and challenges,” including the spread
of nuclear weapons to terrorists and
noncompliant regimes. At their Lisbon
summit in November 2010, Alliance
members reiterated their opposition
to the proliferation of WMD, singling
out Iran and North Korea. NATO gave
itself until June 2011 to “assess and
report” how it can better counter the
proliferation of WMD and their means
of delivery.

AGENCE FRANCE-PRESSE

World leaders gather at the Nuclear Security Summit in Washington in April 2010. Nations
pledged to eliminate excess nuclear fuel that terrorists seek to acquire to produce bombs.

the regime of nonproliferation in all its
aspects has a vital role in promoting in-
ternational peace and security” Norway
plans to hold this year’s multinational
nonproliferation conference.

The Prague seminar was the second
NATO nonproliferation event since
NATO’s 2009 adoption of the “Com-
prehensive, Strategic-Level Policy
for Preventing the Proliferation of
Weapons of Mass Destruction and
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The U.S. and its NATO allies
continue to support Russia financially
in its efforts to catalogue and quaran-
tine nuclear fuel. The U.S. Congress
approved $1.2 billion in such “nonpro-
liferation assistance” in 2009 alone.
Analysts contend the money has been
well spent. Here’s an assessment from a
July 2010 article published by Harvard
University’s Belfer Center for Science
and International Affairs: “There is

little doubt that by objective standards,
our controls on weapons-usable mate-
rial are far stronger—and consequently
we are safer—than ten or fifteen years
ago. Moreover, this work will continue,
which is all to the good. But, it is not
enough. No security system can be per-
fect, and we have empirical evidence
that our control over nuclear material
is not absolute”

Analysts rate the chances of terror-
ists acquiring or building a Hiroshima
style bomb as “remote” at this stage.
Regimes with such know-how would
hesitate to provide terrorists such a
device for fear that the weapon could
invite retaliation or be used against the
supplying regimes. Perhaps a bigger
immediate threat is violent extremists
acquiring the material to make a dirty
bomb, a radiological device that could
contaminate an area using smaller
amounts of lower grade uranium "In
some senses, the greater danger is the
use of radioactive materials that are
used to create the dirty bomb," said
Carlton Stoiber, head of the Work-
ing Group on Nuclear Security of the
International Nuclear Law Association
in Brussels.

Making Progress
Evidence of the former U.S.-Soviet
conflict continues to dwindle with the
2010 signing of the New START treaty
in Prague. The treaty stipulates that
the United States and Russia reduce
their strategic nuclear arsenals ap-
proximately 90 percent below Cold
War peaks. In hard numbers, the treaty
would cap strategic nuclear warheads
at 1,550 and nuclear-armed bombers
and long-range missiles at 700. To en-
sure compliance, both nations agreed
to resume inspections that had lapsed
months earlier with the expiration of
an earlier START treaty. The agree-
ment leaves each nation in possession
of nuclear forces sufficient to deter the
other — or any other nuclear state for
that matter. But its focus on disman-
tling old weaponry and converting
much of its nuclear fuel to peaceful
uses aids the cause of nonproliferation.
The U.S. National Nuclear Secu-
rity Administration has assembled
anti-proliferation partnerships with



REUTERS

countries such as Norway, Finland,
the Netherlands and the UK. Nor-
way, for example, has used NNSA
funding to set up a program in
Kazakhstan called Second Line of
Defense. The program uses radia-
tion detecting equipment to coun-
ter potential nuclear smuggling at
Almaty International Airport. NNSA
also contributed $31 million toward
closing Russia’s last weapons-grade
plutonium reactor.

Nuclear containment was also
a key topic at the Nuclear Security
Summit, a gathering of representa-
tives of 47 nations held in Wash-
ington in April 2010. The summit
obtained promises from the Ukraine,

Mexico, Chile, Kazakhstan, Vietnam
and Canada to wean some of their
nuclear plants off highly enriched
uranium, the fuel also used in
nuclear bombs. Attempting to lead on
the issue, Russian Foreign Minister
Sergei Lavrov and U.S. Secretary of
State Hillary Clinton signed a pact re-
quiring Russia and the United States
each to dispose of 34 metric tons of
surplus weapons-grade plutonium.
Malaysia, Armenia and Egypt vowed
to impose stricter export controls

to interrupt nuclear trafficking.
Armenia was the country through
which Dadayan planned to smuggle
uranium, and Malaysia was a transit
point in the Khan nuclear network.

during a news conference at the
White House in Washington in
June 2010. Two months earlier,
Obama and Medvedev reached
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But few believe the summit’s
announced goal of a “nuclear-free”
world is immediately achievable. The
world contains an estimated 200
sites capable of producing or storing
weapons-grade uranium or plutoni-
um. The fraying of the post-Cold War
security fabric will continue to pres-
ent proliferation challenges. Nuclear
deterrence, though effective in the
context of the United States versus
Soviet Union, cannot be relied upon
to contain the homicidal impulses of
terrorists. When one considers the
destructiveness and lethality of even
a single World War II-era nuclear
device, the margin for error in our
multipolar world remains narrow. O
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COLD WAR

Nunn-Lugar program is a triumph of U.S.-Russian cooperation

ANNE MAREK

In the second half of 1991, people across the world watched in amaze-
ment as the Soviet Union collapsed before their eyes. The world rejoiced
as the Cold War, which dominated world politics for the second half of
the 20th century, was undoubtedly over. But as political, economic and
military alliances repositioned around the globe, the dangers of uncer-
tainty quickly became clear. The West’s archrival in the Cold War had
been dissolved but the Soviet arsenal had not — and while Moscow
tried to adjust quickly to new political and economic realities, a half cen-
tury worth of nuclear, chemical and biological weapons were scattered
across four soon-to-be independent nations, many lacking the proper

infrastructure or manpower to secure them.




ith the Soviet landscape in a state of disarray, So-
viet President Mikhail Gorbachev turned to the
United States for assistance in securing and re-
ducing the enormous stockpiles of nuclear weap-
ons scattered across the country. Two members of
Congress — Sen. Richard Lugar and then-Sen.
Sam Nunn — subsequently co-authored the “The
Soviet Nuclear Threat Reduction Act of 1991
The legislation sought to provide U.S. fund-
ing and expertise to help states of the former
Soviet Union safeguard and dismantle their nu-
clear, chemical and biological weapons and their
delivery systems. With Congressional support,
the act was signed into law and later renamed
the Nunn-Lugar Cooperative Threat Reduction
(CTR) program, a broad

removed nuclear warheads from delivery ve-
hicles and decommissioned or stockpiled them.
Strategic bombers, submarines, missile silos and
ground vehicles were destroyed, ripped apart,
blown up or otherwise made irreversibly unus-
able for war. After a half century of Cold War,
former foes were working together to reduce the
number of weapons that could literally be used
to destroy humanity. The world’s greatest mili-
tary superpowers were willingly standing down
and openly reducing their arsenal.

Today, the threat of weapons of mass destruc-
tion remains a challenge. The Soviet Union had
some of the largest and most advanced WMD
programs in history and a significant amount of

Opposite Page:

Ukrainian workers
dismantle a Tupolev
Tu-160 strategic bomber
at an airbase in Pryluki in
2001. Ukraine promised
to destroy all its nuclear
strategic bombers under
a disarmament deal with
the United States.

set of initiatives across dif-

ferent agencies, primar-
ily the U.S. Departments of
Defense, Energy and State.

The Nunn-Lugar program

Nunn-Lugar Initiative by the Numbers

" figures current as of December 2010

was applied widely across
the former Soviet Union
and demonstrated unpar-
alleled success in securing,
storing and eliminating
weapons of mass destruc-
tion throughout Eurasia.
Through Nunn-Lugar,
the U.S. supported the pro-
cess to deactivate thousands

Nuclear Weapons Storage Site Security Upgrades

Nuclear Test Tunnels/Holes Sealed

Bombers Eliminated

Nuclear Air-To-Surface Missiles Destroyed
Intercontinental Ballistic Missile (ICBM) Silos Eliminated
Submarine-Launched Ballistic Missiles (SLBM) Eliminated
Warheads Deactivated

Ballistic Missile Submarines (SSBNs) Destroyed

SLBM Launchers Eliminated

Nuclear Weapons Transport Train Shipments Secured
ICBMs Destroyed

ICBM Mobile Launchers Destroyed

Biological Threat Reduction Zonal Diagnostic Laboratories Built and Equipped

of nuclear warheads and
their delivery systems and
contributed to the safe dis-
posal and destruction of thousands of tons of le-
thal chemical and biological weapons. When the
Soviet Union dissolved, individual states retained
control over whatever factories, supplies, materi-
als or resources physically remained, from power
plants to car factories to nuclear weapons. Over-
night, Ukraine, Kazakhstan and Belarus became
independent countries and three of the world’s
largest nuclear powers. Through the Nunn-
Lugar program, these countries, within five
years of the fall of the Soviet Union, voluntarily

Declared Chemical Warfare Agent Destroyed (Metric Tons)

Source: U.S. Department of Defense

these weapons still exist inside Russia. Thousands
of former Soviet scientists and engineers specializ-
ing in WMD have not found gainful employment
and there is concern that some may be willing
to sell their expertise to the highest bidder. Iran
continues to enrich uranium that could evolve
into nuclear weapons. North Korea is expected to
deploy a nuclear-tipped missile capable of reach-
ing the U.S. within the next decade and terrorists
have vowed to attack Americans with WMD. The
continued existence and proliferation of these
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U.S. Sen. Sam Nunn, Sen. Richard Lugar and U.S.

Ambassador to Russia William Burns meet with Russian Foreign Minister
Sergey Lavrov, second from right, in Moscow in August 2007.

weapons allows for the possibility that they might fall
into terrorist hands, an event that could have cataclys-
mic consequences for the U.S. and its allies.

The Nunn-Lugar Cooperative Threat Reduction
program has evolved over the past two decades and
is now a global initiative that addresses today’s most
pressing security needs, an effort supported by Presi-
dent Barack Obama that is building momentum in
Congress. A key component of the latest Congres-
sional budget is aimed at continuing Nunn-Lugar’s
success in the former Soviet Union and replicating
that success with other weapons programs across the

Nunn-Lugar Initiative

M Boris Yeltsin
becomes Russia’s
first democratically
elected leader.

B Mikhail Gorbachev
resigns on Dec. 25
and the Soviet Union
collapses.

M Senators Sam Nunn
and Richard Lugar
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world. Leading that effort is the Nunn Lugar Global
Cooperation Initiative, a collaborative effort to en-
gage a wide range of countries, international orga-
nizations and nongovernment partners to prevent,
reduce and eliminate WMD threats to U.S. national
security and global stability.

The Defense Threat Reduction Agency/U.S.
Strategic Command Center for Combating Weap-
ons of Mass Destruction has been responsible for
implementing and monitoring all components of
the program, working to build global partnerships
that address the WMD threat at every level, on ev-
ery continent. Every day, DTRA/SCC-WMD’s experts
are working on the ground, across Russia, to help the
country scale back its nuclear forces, providing tools
and services to deactivate their nuclear warheads
and dismantle their missiles, submarines, silos and
ground-based launch systems. Through regular safe-
ty and security inspections, experts are helping Rus-
sia improve the integrity of their security systems at
nuclear weapons storage sites and safeguard nuclear
and radiological weapons during transportation.
Nunn-Lugar program experts are also working to
control and eliminate chemical and biological weap-
ons across Eurasia.

From Azerbaijan to Georgia, Kazakhstan to
Ukraine, these experts are helping prevent the pro-
liferation of chemical and biological technologies
and keeping them out of the hands of terrorists.
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visit the White House

on December 9

to brief President
George HW. Bush
on Nunn-Lugar.
Three days later, the
legislation is signed
into law.
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W Russia, the world’s
largest nuclear
power, agrees to
implement the
program.

¥ Belarus, having
inherited 81 single
warhead missiles
after the fall of the
Soviet Union, agrees
to implement the
program.

W Ukraine, the world’s

third largest nuclear
power after the fall
of the Soviet Union,
agrees to implement
the program.

Kazakhstan, having
acquired 1,400
nuclear weapons
from the Soviet
Union at the end of
the Cold War, agrees
to implement the
program.

Uranum
FIR02R9

92 93
! et

B All nuclear warheads

and 600 kilograms
of weapons-grade
uranium are
removed from
Kazakhstan as part
of Project Sapphire.

W Science and
Technology Centers
open in Russia to
help employ former
Soviet weapons
scientists.

B U.S. Secretary of
Defense William
Perry joins Ukraine
Ministry of Defense

and Russian Ministry

of Defense to
celebrate Ukraine’s
completed nuclear
weapons arsenal
dismantlement.

 All intercontinental
ballistic missiles
are removed from
Belarus.



DTRA/SCC-WMD is coordinating with other gov-
ernment agencies, partner governments and inter-
nal programs to identify especially dangerous bio-
logical pathogens and chemical agents and enhance
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their capacity to contain these elements into secure
national-level laboratories. Nunn-Lugar program ex-
perts are working to detect, diagnose, and report ter-
ror attacks and potential pandemics, improving the
safety and security of chem-bio facilities throughout
these countries.

As the world enters a new decade, it is clear that
leaders across the international community agree
that the Nunn-Lugar model should be applied glob-
ally. In April 2010, President Obama and Russian
President Dmitry Medvedev signed a historic treaty
to reduce long-range nuclear weapons, an agree-
ment that replaced the 1991 Strategic Arms Reduc-
tion Treaty (START) that expired in December 2009.
The deal marked a renewal of the level of trust and
cooperation between the US. and Russia, setting
limits on both sides’ strategic nuclear warheads and
reducing the permissible number of strategic launch-
ers. Following the agreement to the New START, the
president held a Nuclear Security Summit focused on
securing weapons-grade plutonium and uranium to
prevent nuclear terrorism. The summit was attended
by delegations from 46 governments, marking the
largest gathering of heads of state called by a U.S.
president since 1945. o

A Ukrainian defense official examines an SS-19 nuclear missile before it is
dismantled in the city of Dnipropetrovsk in February 1999. The U.S. has helped
fund the dismantling of nuclear weapons infrastructure in Ukraine.
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B President Bill Clinton ¥ New York and ¥ Program funds are ® U.S. and Russia enact B The first Chemical W President Barack

calls for further
expansion of the
program. Russia,
under the leadership
of Boris Yeltsin,
agrees to renew its
implementation.

Washington are
attacked by foreign
terrorists. Congress
expands the
program’s funding
at the request of

President George W.

Bush.

used for the first
time outside the
former Soviet Union;
Albania becomes the
first nation to certify
to the Organization
for the Prohibition of
Chemical Weapons
that it completely
eliminated its
chemical weapons.

Bratislava Nuclear
Security Initiative to
upgrade 24 nuclear
weapons storage sites
in Russia, initiating
training programs
for personnel and
enhancing the
security of nuclear
weapons during
transportation.

The program
becomes one of the
largest U.S.-Russian
Cooperative Threat
Reduction efforts.

Weapons Destruction
Facility opens in
Shchuch’ye, Russia.
The facility is
expected to eliminate
approximately 2
million chemical
weapons containing
VX nerve agent

and other chemical
weapons that have
been stored since the
Soviet era.

Obama hosts leaders
from 47 governments
at the Nuclear
Security Summit

to find new ways to
secure loose fissile
material and prevent
nuclear terrorism.
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British troops advance through a Cloud
of poison gas during the Battle of Loos
in September 1915. An estimated
89,000 Soldiers died from the effects
of battlefield gas during World War I.

AGENCE FRANCE-PRESSE

A World War | veteran once remarked in his wartime journal

about witnessing horse cavalry armed with lances. For those

unfamiliar with the lance, it is a 2-meter-long pole weapon

tipped with a sharpened blade more associated with medieval

warfare than the 20th century battlefields of France.

THE VETERAN WROTE:

I have just been watching a ... Cavalry Division
go by, riding at a trot. A long and endless line
of men going by four at a time. I wonder when
these European nations will find out that Lanc-
ers, like bustles, are things of the past. I thought
that went out with the [American] Civil War.
... My Dad, who was a lancer in the [Ameri-
can] Civil Way, could tell them something about
lances. How, for instance, they are continually
getting entangled with the horses feet or caught
in the branches of a tree ... [and his unit quickly
abandoned the lance out of impracticality]. They
are picturesque, but so are the catapults of the
ancient Greeks.!

The utility, effectiveness, doctrinal use
and integration of the lance into early 20th
century tactics, specifically WWI, fore-
shadow the near universal philosophy con-
cerning chemical weapons today. Chemi-
cal weapons, for almost all countries, are
no longer produced, prescribed for use
in military doctrine, nor tested or trained
with. They have gone the way of the lance,
as a historical throwback for all but a few
states that are suspected to have stockpiles
or clandestine experimental programs.
These states may view them as the “poor
man’s weapon of mass destruction.”

Admittedly, in comparison, lances were
often seen as popular and “noble” weap-
ons, many times sporting pennants and
used in sport for jousting, whereas modern
chemical weapons more closely resembled
the use of burning pitch or scalding oil.
Chemical weapons also have an abhorrent
reputation among most societies. Chemi-
cal weapons are being destroyed at an
ever increasing pace, primarily through
incineration, rather than the unfortunate
practice after both world wars of dumping
large quantities of these munitions directly

into the oceans.’

This destruction comes despite the
fact that chemical weapons had their
most widespread and notorious use dur-
ing WWI, and most recent use during the
Iran-Iraq wars of the 1980s. There are no
known armies today that officially pre-
scribe the use of chemical weapons, and
even if they were secretly authorized for
limited use, armies cannot train with these
weapons as part of modern integrated
warfare, nor test them openly for fear of
discovery and condemnation.

The pristine military cemeteries in
France, such as at the Meuse-Argonne and
St. Mihiel, and the verdant wheat fields
surrounding them, do not adequately re-
flect the tragedy or horrors of The Great
War from some nine decades ago, espe-
cially the horrors of chemical warfare. Nor
do these battlefields even hint at the dif-
ficult attempts to eliminate this category
of weapons since their widespread use, by
both the Central and Allied Powers during
this war.

Although the history of chemical war-
fare nine decades ago is interesting, a legiti-
mate question is regarding the relevance of
gas or chemical warfare today for all states.
WWI marked the first widespread use of
gas or chemical warfare in modern times.
The Germans conducted the first large-
scale attack, using chemical weapons at
Ypres in April 1915. The British followed
suit in September of that same year. An esti-
mated 89,000 Soldiers from all nations died
from gas exposure, and an additional 1.24
million suffered as nonfatal casualties.* This
represents only 2 to 4 percent of the total
war casualties out of the staggering figure
of more than 9.7 million Soldiers and Sail-
ors who died during the conflict.?

perConcordiam 25



It could have been worse. Rapid advances in personal
protection and chemical agent detection in the last two years
of the war lessened chemical weapons’ potential impact. Tac-
tical challenges employing gas, particularly the weather, also
reduced chemical weapons’ impact. Even using gas against
your opponent necessitated extensive precautions to prevent
gas from drifting back on one’s own forces. ¢

Although the
casualties caused by chemical

losses and
weapons were horrific, it is not
widely known that they would
have been far worse without ex-
pedient measures undertaken
during the war. Chemical war-
fare beleaguered all units, large
and small, friend and enemy. A
telling example is the case of a
company of engineers with the
U.S. Ist Infantry Division. Using
an American veteran’s personal
diary of his exploits with Echo
Company, Ist Engineers (today
the Ist Engineer Battalion, 1st
Infantry Division), and using a
book long out of print, A His-
tory of the First Engineers, one can
trace many of the tumultuous
events of the years 1917 to 1919
for a small but typical group of
Americans, as well as apply the
same lessons to Soldiers of many
nations in the conflict.” These
references suggest that despite
the mutual fear of chemical at-
tacks, “gas” was used frequently, albeit
with difficulty, by both sides in an at-
tempt to break the stalemate of trench
warfare.® There are numerous excel-
lent books on this topic, noteworthy
examples being: The Poisonous Cloud:
Chemical Warfare in the First World War by Ludwig Fritz Haber
and Gas and Flame in Modern Warfare by Maj. S. ]. M. Auld.?

The experience of the 1st Engineers is representative of
many units during WWI. The unit suffered 817 casualties, in-
cluding 88 killed in action. More than a third of the casualties
were “Gassed In Action,” or “G.I.LA”"® The nonfatal injuries
from gas exposure were certainly debilitating, and casualties
were evacuated to field hospitals in the rear to recuperate, if
such evacuations were possible." The 1st Engineers saw exten-
sive service during WWTI all the way until November 11, 1918,
when the Armistice was signed. Chemical warfare certainly
had an impact on operations, but advances in mask design and
training by 1918 provided a modicum of protection for these
Soldiers as evidenced in personal accounts.' An excerpt from
this veteran’s diary concerning training prior to battle sums the
incessant preparation to protect against gas attack:

One of the things drummed into our minds by our French and
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A worker puts on a protective suit in 2008 at a chemical
weapons incinerator in the U.S. that destroyed chemical
munitions produced during the Cold War.

British instructors was Gas. In fact so much so, that we all had the
impression — one whiff — and you were dead. This mental at-
titude has become most annoying. One of the duties of the sentries
is to give the alarm in case of gas attack. This is done by winding
overgrown Klaxon horns and banging on empty brass shell cases.
Some of these dugouts and bombproofs are a trifle high in odor on
account of their former occupants, so added to our other discom-

forts is the questionable pleasure of be-

ing awakened several times every night
by some green sentry smelling
somebody’s feet and turning in
a gas alarm. We then sit up for
several hours with our masks
on until somebody gets cour-
age enough to take a sniff, our
noses half pinched off by the

nose clips of our masks. This
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had become such a nightly oc-
currence we finally reached the
stage where we woke up, took
a sniff and went back to sleep
again.”’

Despite the passage of
time, it is important to draw
lessons from this relatively
small unit, its casualties and
current policies with regard
to chemical weapons. De-
velopments in protection
against chemical weapons
today include modern suits
and gas masks such as the
Joint Service Lightweight
Integrated Suit Technology
designed to protect up to
24 hours against all known
chemical — and biologi-

cal — agents. In the area of

training, even though the

experiences highlighted by
the 1st Engineers do mock over-preparation, Soldiers knew
how to don their gear and react to an alarm, even if that alarm
was false. This training prepared them to conduct military op-
erations despite fear of gas attack.

Today, many nations have militaries capable of operating
in a contaminated environment. This aptitude is primarily
due to countermeasures adopted during Cold War experi-
mentation with some of the most deadly chemical weapons
known. For example, the U.S. Army Chemical Biological
Radiological and Nuclear (CBRN) School and the NATO
Joint CBRN Defence Centre of Excellence in Vyskov, Czech
Republic, are symbolic of the concerted efforts to counter
the entire range of CBRN threats and build upon lessons
painfully learned nearly a century ago. For example, the
Defence Centre hosts a multinational NATO military body
sponsored by the Czech Republic, Germany, Greece, Italy,
Romania, Slovakia, Slovenia and the United Kingdom,



while offering recognized expertise and experience for
the benefit of the Alliance. Defense and protection have
helped render obsolete the use of chemical weapons. Iron-
ically, even though chemical weapons reached their peak
of virulence during the superpower rivalry of the Cold
War, nonstate actors using these weapons are now the main
potential threat.

Protection and training alone cannot fully address the
danger posed by chemical weapons. In WWI, despite rigor-
ous training, the Ist Engineers still suffered a third of their
casualties from chemical warfare. Even with the state-of-
the-art protective gear available in 1918, chemical warfare
still had a dramatic impact on the overall effectiveness and
capability of this unit to sustain operations." Dealing with
these casualties and sending replacements created huge
medical and logistical burdens.' A defining lesson from the
American experience in World War I is that, ultimately, the
U.S. and most of the rest of the world would change doc-
trine and policy toward the production and use of chemical
weapons.

American and international policy evolved over time
from a chemical weapon “no first use” policy adopted by sig-
natories of the 1925 Geneva Protocol, to renunciation of the
weapons and then agreement for their destruction.'® Even
with the end of WWI and the perceived public outcry
against such weapons, countries around the globe built
huge stockpiles of chemical weapons. The temptation, re-
gardless of justification, to use chemical weapons has been
wrestled with by our senior military and political figures
throughout history.

Even the well-admired Gen. George. C. Marshall con-
sidered resorting to chemical warfare against the Japanese
during the last stages of WWIL' U.S. chemical weapons
were stockpiled in large quantities in Europe until 1990.
Even greater stockpiles of chemical weapons, including the
most toxic types such as VX, Sarin and Soman, were housed
in places such as Kizner and Shuchye in the Russian Federa-
tion. These stockpiles are now being destroyed. The deadly
legacy of chemical weapons still haunts us today. Only by
eliminating this class of weapon among states has the world
become safer.

Great progress toward elimination is evidenced by the
Convention on the Prohibition of the Development, Pro-
duction, Stockpiling and Use of Chemical Weapons and on
their Destruction, or CWC. Nearly 190 nations have signed
the CWC. Six states (Albania, India, Iraq, Libya, the Rus-
sian Federation and the United States) have pledged the de-
struction of some declared 71,194 metric tons of chemical
weapons, including 8.67 million munitions. The largest de-
clared stockpiles are found in Russia and the United States
and appear to be on track for verifiable destruction by 2017.
It took some 80 years before WWTI'’s deadly legacy was truly
confronted by almost all nations. There are a handful of na-
tions that are not yet signatories to the CWC."®

Nonsignatories are outlying states such as North Korea
and Syria that have yet to understand that these weapons
are truly the lance of the last century. They have little practi-

cal military application today except among nonstate actors
that ascribe to few if any international laws and conventions.
Today, there remains a genuine concern about nonstate ac-
tors or terrorists using chemical weapons, but states them-
selves are well on their way to eliminating them.' The
lessons of 1918 force us to address the chemical weapons
threat with a dual approach: protection and elimination.

The young American Soldier’s WWTI recollections, and
the battlefield experiences of his engineer unit, are em-
blematic of the pragmatic and determined effort to pro-
tect our Soldiers, and now our sovereignty, from chemi-
cal weapons use by any other nation. It also remains a
tangible goal for almost all states to eliminate the threat
of such chemical weapons almost 100 years after our first
large-scale experiences with them. Nation states are al-
most universally committed to the renunciation of these
weapons and their destruction, but there will always be a
need for protection against potential future use, perhaps
by terrorists. And we cannot be as unprepared as those
first Soldiers in 1915. O
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NUCLEAR-FREE ZONES ARE AN

hen the treaty arrangements of the
Central Asian Nuclear-Weapon-Free
Zone came into effect in March 2009,
U.N. Secretary-General Ban Ki-
moon welcomed the new agreement as a significant
step in global efforts to control nuclear weapons. In
acceding to the treaty, the countries of the region
— Kazakhstan, Kyrgyzstan, Tajikistan, Turkmenistan
and Uzbekistan — pledged to not research, develop,
manufacture, stockpile, acquire, possess, or maintain
control over nuclear weapons or other nuclear
explosive devices. The signatory countries also pledged
to refrain from receiving or extending any service to
others with respect to nuclear weapon technologies.'
The U.N. secretary general applauded the agreement
for reinforcing other nuclear-free zone agreements
in augmenting and buttressing the Nuclear Non-
Proliferation Treaty (NPT).? The secretary-general
noted that the Central Asian Nuclear-Weapon-Free
Zone agreement was exceptional in several respects.
It was the first regional treaty of its kind in the
Northern Hemisphere. It was also the first nuclear
zone agreement whose signatories explicitly included
the pledge to comply with the Comprehensive
Nuclear-Test-Ban Treaty.

What was perhaps even more exceptional about
the agreement was that it brought the five Central
Asian states together in close cooperation in pursuing
the crucial common goal of promoting international
security on a regional basis. For countries that
had been stymied by disagreements over regional
cooperation for the two decades since independence
following the dissolution of the Soviet Union, the
Central Asian Nuclear-Weapon-Free Zone stands
out as a truly exceptional example of state-to-state
cooperation. Economic and political differences
following the difficult transition from the communist
system had bedeviled efforts to achieve common
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policies throughout the Central Asian region on
trade, customs, currencies and commerce. Disputes
over competition between hydroelectric power
generation and agricultural water users had split
upstream and down-stream neighbors in ways that
escalated into intense competition over access to the
region’s most precious resources.

Like any collective security agreement, the
nuclear-free zone treaty is partly based on the col-
lective goal of enhancing security and partly based
on the opposite side of the same coin — the con-
comitant but more urgent goal of averting danger.
The Central Asian states, having emerged from the
Soviet era as victims of the environmental and social
damage caused by the development and testing of
weapons of mass destruction, were not responding to
a hypothetical threat; they were responding on the
basis of bitterly learned lessons from the past. When
Kazakhstani President Nursultan Nazarbayev took
office in 1991, his very first official decree closed the
nuclear weapons testing range in his country.

Only a few years ago, strategists regarded Central
Asia as being on the periphery of security affairs.
Following the collapse of the Soviet Union and the
retreat of Cold War animosities, the U.S.-Russian
nuclear balance shifted from confrontation to co-
operation. Both countries ended nearly 50 years of
expansion of nuclear armaments. The two countries
embarked on measured and coordinated decelera-
tion and dismantlement with a new focus on coop-
erative nuclear materials protection and accounting
programs. In these circumstances, the Central Asian
countries managed to wrest at least implicit assur-
ances that the relaxation in the Cold War conditions
offered the protection of what was regarded as a
“security umbrella” The threat of the use of nuclear
weapons in the Central Asian region began to seem
unlikely, even remote. Soviet and U.S. arsenals began



to shrink, and neighboring China’s arsenal,
since the country’s first nuclear test explo-
sion in 1964, remained small.

The revelation that Pakistan was car-
rying out nuclear tests in May 1998 was a
bombshell that shook international security
in Central and South Asia. Pakistan’s nuclear
arsenal was designed as a deterrent against
neighboring India’s nuclear arsenal, but
Pakistan’s entry into the ranks of nuclear
powers changed the security complexion of
the region. Al-Qaida’s terrorist attack on the
U.S. in September 2001 refocused interna-
tional attention on deteriorating security in
South and Central Asia. The U.S.-led military
campaign against terrorism in Afghanistan
and the subsequent actions of the NATO-
led International Security Assistance Force,
refocused attention on Central Asia.

The urgency of maintaining strategic sta-
bility throughout Central Asia was dramati-
cally compounded by recent developments
in Iran. It has become clear that Iran has
embarked on efforts to develop an indepen-
dent nuclear capacity outside of the verifica-
tion and monitoring infrastructure of the
international community. Iran’s uranium en-
richment program is portrayed as a peaceful
program, yet it creates nuclear technology
that could be shifted to weapons application,
threatening a fundamental shift in the stra-
tegic balance in the Middle East, South Asia
and Central Asia. The Central Asian “secu-
rity umbrella” of the past has evaporated. In
its place a new threat has emerged. Central
Asian states are surrounded by towering
nuclear powers with strategic intentions not
easily constrained by traditional deterrence
policies. The influence of Central Asia’s
“nuclear neighbors” has profound implica-
tions not only for the region’s nuclear-free
zone, but for how those states interact in the
forthcoming efforts to strengthen interna-
tional security, the nonproliferation regime,
and the stabilization of Afghanistan and
Southwest Asia.

NONPROLIFERATION AND THE
NUCLEAR-FREE ZONE

The idea of a nuclear-free zone is not new,
but features of the Central Asian Nuclear-
Weapon-Free Zone, or CANWFZ, are
unique. Other treaties have created zones

through banning the acquisition, develop-
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Kazakhstani President
Nursultan Nazarbayev
stands near a monument
to a nuclear explosion in
Semipalatinsk in eastern
Kazakhstan. The area
was once a nuclear test
site for the Soviet Union.
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and deployment of nuclear explosive devices and technolo-
gies. These zones include Africa (Treaty of Pelindaba);
Latin America and Caribbean nations (Treaty of Tlatelolco);
the South Pacific (Treaty of Rarotonga); Southeast Asia
(Treaty of Bangkok); and Antarctica (Antarctic Treaty).
These treaties forbid parties to assist or encourage test-

ing of nuclear weapons, to dump radioactive waste, or to
deploy or station nuclear weapons on their territory for
themselves or for other states. The entire Southern Hemi-
sphere is covered by nuclear-free zones. Jurisdiction of the
zones affects only terrestrial space and air traffic; it does
not control maritime traffic, which is subject to the doctrine
of “open seas” (mares liberum).

Nuclear-free zones operate in the context of the nonpro-
liferation treaty. The NPT was negotiated during the late
1960s and entered into force in March 1970. The treaty was
designed to achieve three goals: 1) to assure that peaceful
use of nuclear energy as the common heritage of man-
kind was open to all; 2) to stem the proliferation of nuclear
weapons; and 3) to facilitate universal nuclear disarmament.
The treaty distinguished between states possessing nuclear
weapons and those not possessing nuclear weapons, seeking
to legally prohibit the proliferation of weapons through the
acquisition or transfer to non-nuclear states and the disar-
mament of the nuclear states.

The NPT provides for the establishment of nuclear-free
zones, on the condition that nuclear powers endorse the
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establishment of the agreement. The U.N. in general is a
strong proponent of expanding such zones to incrementally
expand the area outside of the likely range of nuclear weap-
ons use in the event of failed nuclear deterrence. Cordoning
off weapons-free areas, proponents assert, can build a “peace
in parts” that cumulatively leads to conditions in which
nuclear weapons are not useful instruments for deterrence,
protection or the achievement of aggressive goals, thus ren-
dering them “impotent and obsolete”

At the time NPT went into effect, the five nuclear-weap-
on states were China, France, the Soviet Union, the United
Kingdom and the United States. These states were also the
five permanent members of the United Nations Security
Council. Following the dissolution of the U.S.S.R., the coun-
try’s nuclear weapons passed to the control of the Russian
Federation. Currently, 189 states are party to the NPT.

The “teeth” of the NPT is the safeguards framework un-
der the auspices of the International Atomic Energy Agency
(IAEA). These safeguards are designed to curb the disper-
sion of nuclear explosive materials and technologies through
monitoring and observing facilities using nuclear materi-
als that are or could be related to weapons technologies.
When the NPT was adopted, supporters assumed IAEA
oversight would be sufficient to monitor nuclear develop-
ment and deter countries from conducting unsanctioned
nuclear weapons development programs. However, following
the 1991 Gulf War, it was discovered that Saddam Hussein



had a vigorous but clandestine nuclear weapons research
and development program.’ The danger of “breakaway
technology” being more easily concealed than in the past
brought the IAEA to the realization that a more robust set of
monitoring conditions must be adopted. In 1995, the IAEA
began adopting more exacting oversight procedures. In 1997,
the IAEA adopted additional measures under the heading
of the “additional safeguards protocol.”* These measures
provide for enhanced, and in some cases invasive, oversight.
About 170 countries have safeguard agreements and 139
have additional protocol agreements with the IAEA.S

The major powers have been supportive of nuclear-free
zones in principle, but are wary in practice as to how the
zones are established and maintained. For instance, the
U.S. position has been that nuclear-free zones should be
designed in such a way that they provide actual security
guarantees and do not simply create the impression of secu-
rity — perhaps leading to a false sense of security. The gen-
eral conditions that the U.S. has identified include: 1) The
initiative must come from the states in the region; 2.) All
important states must participate in the zone; 3) Compli-
ance provisions must be adequately verified; 4) No existing
security arrangements should be disturbed; 5) Zones should
effectively prohibit the development or possession of any
nuclear device; 6) Zones should not affect existing rights
under international law and 7) Zones should not impose
restrictions on the high seas freedom of navigation.®

Kazakhstan’s leadership has taken a courageous and
bold path in nonproliferation in general and in calling for
specific efforts to prevent proliferation. Kazakhstan has a
well-established record as a world leader in nonproliferation
efforts. Aside from President Nazarbaeyev’s closure of
the country’s nuclear testing range, Kazakhstan signed
the Lisbon Protocol to the START I Treaty in May 1992.

In December 1993, Kazakhstan ratified the NPT. A year
later, Kazakhstan removed more than 600 kilograms of
highly enriched uranium from the Ulba metallurgical
plant in Ostkamen, transferring it to the U.S. On April
21, 1995, Kazakhstan announced that the country had
transferred to Russia all the nuclear warheads that it had
inherited from the Soviet period. A month later, the U.S.
Senate unanimously passed Resolution 122, commending
Kazakhstan for its historic decisions in advancing the
goal of nonproliferation. In July 2006, speaking to the
French newspaper Le Monde, Nazarbayev appealed to
Iranian leaders to abandon nuclear ambitions and follow
Kazakhstan’s development strategy.’

Technological and political changes have begun to fray
the fabric of the nuclear nonproliferation agreement as
many developing countries that previously had been willing
to forswear nuclear ambitions have changed course, either
developing nuclear weapons themselves or surreptitiously
beginning scientific programs that put the world’s most
dangerous weapons within reach. In September 2006,
Kazakhstan hosted an international meeting at which the
Central Asian nuclear-free zone was established. Nazarbayev
told the U.N. General Assembly in 2007 that the lack of

international consensus is leading to a dramatic weakening
of the collective security system and “the international
community is running out of legitimate levers capable of
stopping the spread of weapons of mass destruction.”

URANIUM ENRICHMENT AND NUCLEAR

AMBITIONS

Iran is openly conducting an ambitious and expensive pro-

gram to enrich uranium, in defiance of international pres-

sure. The TAEA has continuously and strenuously moni-

tored Iran’s actions since the first alarm was raised in 2003

that Iran was attempting to violate provisions enforced by

the IAEA. Iran’s leaders have insisted that their actions do
not violate legitimate international rights. Indeed, NPT
and its accompanying international agreements do not
ban uranium enrichment for bona fide commercial and
scientific purposes. However, these agreements also do not
provide sufficient means to prevent peaceful nuclear ap-
plications from being used to cloak weapons development
programs. Iran’s nuclear ambitions imply that it is time to
reassess the practical meaning of the “Atoms for Peace”
idea in present circumstances.

On the basis of documented violations of international
fissile materials safeguards and responding to warnings
that Iran was attempting to develop a surreptitious nuclear
weapons program, the U.N. Security Council has passed a
series of resolutions directing Iran to halt uranium enrich-
ment.® The timeline includes:
¢ In July 2006, the security council issued a resolution

(UNSCR 1696) demanding that Iran suspend uranium
enrichment and charged the IAEA with monitoring and
oversight of Iran’s enrichment.

* In December 2006, the security council issued a second,
more pointed resolution (UNSCR 1737) demanding that
Iran suspend all uranium enrichment and imposed sanc-
tions pending cessation.

¢ A few months later, the IAEA reported that Iran had
failed to comply with a number of measures, including
the demand to stop uranium enrichment.

* In March 2007, the security council issued yet another
resolution (UNSCR 1747) demanding cessation of ura-
nium enrichment and imposing even stiffer sanctions.
Iranian Foreign Minister Manouchehr Mottaki rejected
the resolution as “illegitimate,” claiming that Iran’s
nuclear program was peaceful and therefore outside the
U.N’s jurisdiction.

¢ In March 2008, the security council adopted yet another
resolution (UNSCR 1803) reaffirming resolution 1737
in calling for Iran to suspend enrichment and imposing
more extensive economic sanctions.

* A month later, President Mahmoud Ahmadinejad an-
nounced that Iran had begun expanding uranium en-
richment and was installing 6,000 new centrifuges in the
enrichment cascade."

® In June 2010, the security council adopted the most ex-
tensive resolution (UNSCR 1929), repeating its demands
on Iran.

perConcordiam



Iran’s insistence on uranium enrichment challenges
the very basis of the concept of “peaceful use of nuclear
science” The basic idea of the “Atoms for Peace” program
crafted by President Dwight Eisenhower was to contain
nuclear proliferation while making the benefits of nuclear
science available to all. Announcing his plan at the U.N. in
December 1953, Eisenhower strongly distinguished between
scientific and weapons-related uses of nuclear science. He
wanted to foster scientific advances and commerce while
diligently controlling nuclear armaments. Eisenhower
imagined the U.N. would create an international watchdog
agency that, if conditions matured, could eventually have
custodial powers over fissionable materials.

The NPT, enacted in 1970, proceeded from the spirit
of “Atoms for Peace,” claiming that the “benefits of peace-
ful applications of nuclear technology ... should be avail-
able for peaceful purposes to all Parties to the Treaty” But
does “Atoms for Peace” imply today that every country has
the right to enrich uranium? The pledge of international
cooperation implied one set of policies given the technolo-
gy of 1953 but may imply other policies given the technol-
ogy of today. In 1953, uranium enrichment was a highly
visible and relatively easily monitored process. The U.S.
enriched uranium at very large, energy-intensive facilities
such as Oak Ridge’s Y-12 electromagnetic plant and the
K-25 gaseous diffusion plant. At the time, the K-25 facility
was built, it occupied the largest building in the world.
Now technology has changed. Centrifuge enrichment
technology is more easily concealed than the more tradi-
tional gaseous diffusion technology. Newly emerging laser
enrichment technology may be even more easily concealed.

A country need not enrich uranium domestically to se-
cure the benefits of nuclear power. If any country, including
Iran, wants to use sub-weapons-grade enriched uranium
for peaceful purposes, suppliers from France, Russia and
the U.S. can provide that service with TAEA oversight. But
uranium enrichment in today’s circumstances is not some-
thing that is easily monitored from afar. If a country — or
some rogue entity — is surreptitiously enriching uranium,
the JAEA cannot be confident that diversion for weapons
applications is not taking place. A country capable of its own
enrichment of U235 to 3 percent to 5 percent, for use in
light-water reactors or research reactors, can also enrich its
own to the level of 95 percent for weapons.

The world is witnessing a sea change in the distribution of
power associated with nuclear technology. Some veteran dip-
lomats have concluded that the world is now facing a critical
opportunity to turn events around to work toward “a world
free of nuclear weapons”!' At the same time, a number of
additional countries have announced plans to acquire large
nuclear reactors. Some observers speculate that most of these
countries “are interested in developing a nuclear program ca-
pable of more than merely boiling water to run turbines that
generate electricity. At least four have made it clear that they
are interested in hedging their security bets with a nuclear
weapons option. For these states, developing purportedly

peaceful nuclear energy is the weapon of choice”'?
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Some observers speculate that nuclear powers have even
begun to perceive disunity and horizontal proliferation as
beneficial. As one observer put it, “Russia is accepting the
Iranian regional status because it doesn’t see Iran as a threat
but as a partner in balancing the presence of [the] U.S. and
Turkey in [the] Middle East, and most important, Central
Asia”!® Whatever the speculation, this is not the official
Russian position. Russians insist they are opposed to Iranian
nuclear weapons and to the unmonitored enrichment of
uranium by Iran. As Russian Foreign Minister Sergei Lavrov
summed it up: “We think that there is no economic rationale
for Iran to continue with a program of uranium enrich-
ment. We will convince the Iranians that the cessation of
that program will be valuable to Iran itself because it will
bring them to the negotiating table"*

FORCE OF LAW

The question is how to make possible the benefits of nuclear
science while restraining dangerous applications. Many
believe the force of law is the most important mechanism
and that nuclear weapons-free zones bring the technology
under the control of legal regulation. For this reason, the
CANWFZ agreement was applauded by international orga-
nizations and jurists. In general, purposive and internally
consistent international agreements are commonly regarded
by international jurists as beneficial because they bring
international behavior under the auspices of a transparent
and stable regulatory framework.

International law, while typically regarded as different
in character from national, domestic law, is based on legal
principles first articulated by Hugo Grotius in the early
17th century. Grotius stressed that states are entitled to
national sovereignty and to equality before the law. They’re
also entitled to territorial integrity, political independence
and freedom from foreign intervention, domination or
interference in domestic affairs. These principles continue
to be the foundation of laws and practices among states. An
international treaty is regarded as a legitimate mechanism
to cooperate in mutually advantageous ways. It legally binds
the state. But the question remains: Does it constrain the
state in practice? Even more importantly, does it constrain
a nonstate actor or a renegade entity that may be acting on
the territory of a state that does not have the capacity to
contain the actor?

SELF-ENFORCING COMMITMENTS

The fundamental question is whether nuclear weapon-free
zones add to international security or detract from it. The
ancient legal principle that “there is no right without a rem-
edy” is cited to underscore that when an international system
contains no single, central, legitimate and authoritative entity
that ultimately decides all unresolved questions of interna-
tional affairs, there are only instrumental means for adju-
dicating matters of right and law. In the best of all worlds,
international treaties and international organizations fulfill
these functions based on trust, voluntary compliance and the
panoply of sanctions they wield.
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But there are reasons to be skeptical of assurances based
on good faith alone. When the stakes are as high as decisions
regarding the most dangerous weapons, skepticism may be
prudent. Good faith alone may not be enough. For instance,
North Korea denied repeated IAEA requests for informa-
tion and access and ultimately expelled IAEA inspectors.
Libya, Iran and North Korea secretly acquired centrifuge
enrichment technology in a covert marketing scheme mas-
terminded by Pakistani engineer A.Q). Khan. These activities
were intended to build facilities capable of producing fissile
material for nuclear weapons. Yet these countries deliberate-
ly ignored IAEA requests and obligations for information.

Two key issues should be addressed. First, self-enforc-
ing treaty arrangements typically specify the conduct
of monitoring, observation, and verification through an
activity or entity. The absence of a mutually agreed upon
procedure or an entity capable of conducting independent
monitoring suggests that the treaty is not self-enforcing.
The CANWFZ treaty provides for consultative meetings
but does not establish an organization to independently
monitor, observe and verify. Second, the CANWFZ treaty
explicitly forbids the manufacture, possession or receipt
of nuclear weapons but the treaty is ambiguous regarding
the transportation of nuclear weapons under the control
of other states. The presence of nuclear weapons on the
territory of any of the Central Asian signatory states might
be a violation of national law, but this does not constitute a
violation of the CANWFZ treaty.

The TAEA oversees issues of monitoring, verification and
recommendation. It is an agency with the capacity to analyze
with authoritative technical capacity. But the IAEA is not a
police agency. It does not have the capacity to enforce law

An abandoned Spviet nuclear
weapons testing Site is shown near
Semipalatinsk, Kazakhstan. The site
was closed by President Nursultan
Nazarbayeyv after Kazakhstan

gained independence in 1991.

and impose sanctions directly by itself. In such circumstanc-
es, the general rule is that security agreements are valuable
providing that they constrain and guide, but only if they do
so in a way that is essentially self-enforcing. o

! An English language version of the CANWFZ treaty may be found at the website of the
James Martin Center for Nonproliferation Studies. See http://cns.miis.edu/inventory/pdfs/
aptcanwz.pdf

? Statement issued by the Spokesperson for U.N. Secretary-General Ban Ki-moon
http://www.un.org/News/Press/docs/2009/sgsm12143.doc.htm

* See David Albright and Mark Hibbs. 1991. “Iraq’s Nuclear Hide-And-Seek;” The Bul-
letin of the Atomic Scientists, September 1991, Vol. 47, No. 7. http://www.thebulletin.org/
issues/1991/s91/s91albright.html.

* Since that time credible accounts have since emerged about how the Iraqi nuclear
weapons development program was conducted specifically so as to elude TAEA safeguards.
See Mahdi Obeidi and Kurt Pitzer, The Bomb in My Garden: The Secrets of Saddam’s Nuclear
Mastermind (Hoboken, NJ: John Wiley & Sons, 2004).

® For the current status of safeguard agreements, see the IAEA Status List. http://www.iaea.
org/OurWork/SV/Safeguards/sir_table.pdf

® See Scott Parrish, “Prospects for the Establishment of a Central Asian Nuclear-Free-Zone,”
The Nonproliferation Review (Spring 2001), p. 148, footnote 12.

" Nursultan Nazarbayev, “My Advice to Iran” Le Monde (July 13, 2006). Reprinted in the
Kazakhstan News Bulletin 6, No. 28 (July 2006) http://www.kazakhembus.com/newsbul-
letin.html

8 Statement by H.E. Mr. Nursultan A. Nazarbayev, President of the Republic of Kazakhstan,
during the general debate at the Sixty-second Session of the United Nations General As-
sembly New York, 25 September, 2007, p. 2.
http://www.un.org/webcast/ga/62/2007/pdfs/kazakhstan-en.pdf

?The UN Security Council resolutions cited here are freely available. See http://www.
un.org/Docs/sc/unsc_resolutions08.htm

! Nazila Fathi and William J. Broad, “Iran Says It’s Installing New Centrifuges.” The New
York Times (April 9, 2008).

" George P. Shultz, William J. Perry, Henry A. Kissinger and Sam Nunn, ‘A World Free of
Nuclear Weapons,” The Wall Street Journal (January 4, 2007), p. A15.

12 Falling Behind: International Scrutiny of the Peaceful Atom, A Report of the Nonpro-
liferation Policy Education Center On the International Atomic Energy Agency’s Nuclear
Safeguards System Final Updated Report (September 2007) Available at http://www.
npec-web.org

3 Luciano Zaccara, “The Nuclear Question and the Regional Leadership in Middle East
and Central Asia.” To appear in Conceptions and approaches to the regional security: experience,
problems and prospects of interaction in Central Asia: Proceedings the Fifth Annual Conference on
Security (Almaty, June 7, 2006) (Almaty: Kazakhstan Institute for Strategic Studies, 2006).
Available at http://www.kisi.kz/site.html?id=956

11 See Sergei Lavrov, “My prizvali k chestnomy razgovoru,” [We called for candid discus-
sion]. Vremya. (December 26, 2007). http://www.vremya.ru/2007/238/5/194983.html
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Countering the future missile threat could bring NATO and Russia together

By Lt. Col. John D. Johnson, George C. Marshall Center

The threats posed by the proliferation of ballistic mis-
siles and the potential nexus of ballistic missiles and
nuclear programs are of great concern to the United
States, NATO, Russia and the international community. For
example, Iran claims its ballistic missiles are defensive in
nature and its nuclear program is for peaceful purposes.
However, insufficient cooperation and the lack of trans-
parency on Iran’s part leave these claims open to serious
debate. Meanwhile, the international community has gone
to great lengths to engage Iran diplomatically. Addition-
ally, the U.S., NATO and Middle Eastern countries have
engaged in threat mitigation activities that include nonpro-
liferation efforts, economic sanctions and the deployment
of missile defense systems.

Regarding missile defense, in September 2009,
President Barack Obama announced a new U.S. missile
defense policy for Europe called the Phased Adaptive
Approach, or PAA. At the Lisbon Summit in November
2010, NATO also considered the ballistic missile threat
and decided to develop the capability to defend Alliance
“populations and territories against [a] ballistic missile
attack”! This article reviews NATO and U.S. missile defense
policy for Europe, concludes with several analytical findings
and argues that missile defense presents an excellent
opportunity for cooperation between NATO and Russia.?

NATO MISSILE DEFENSE POLICY

There are three components of NATO’s missile defense
policy. First, the Active Layered Theater Ballistic Missile
Defense program, or ALTBMD, established in Septem-
ber 2005, is aimed at protecting deployed Alliance forces
(i.e., Theater Missile Defense, or TMD) from short- and
medium-range ballistic missiles. The ALTBMD has been
focused on integrating NATO’s command and control
systems and communication network to enable the ex-
change of information between NATO and national-level
missile defense systems. Second, in November 2010, Allies
“decided that the scope of NATO’s current ALTBMD
programme’s command, control and communications
capabilities will be expanded beyond the protection of
NATO deployed forces to also protect NATO European
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populations, territory and forces.”® Third, under the
auspices of the NATO-Russia Council, or NRC, NATO

is engaged in TMD and, more recently, missile defense
cooperation with Russia. Of significance, at the November
2010 NRC meeting, NATO and Russia agreed on a joint
ballistic missile threat assessment, agreed to resume TMD
cooperation, and “tasked the NRC to develop a compre-
hensive Joint Analysis of the future framework for missile
defense cooperation™*

As background, several documents provide the frame-
work for NATO’s current policy and activities related to
TMD and missile defense. NATO’s 1999 Strategic Concept
initially recognized the need for TMD, citing “the risks
and potential threats of the proliferation of NBC [nuclear,
biological and chemical] weapons and their means of
delivery.® At that time, NATO’s focus was on TMD, which
is intended to protect troops operating in the field. After
the U.S. withdrew in 2002 from the Anti-Ballistic Missile
Treaty, or ABM Tieaty, which limited U.S. missile defense
to a single site, the U.S. and NATO started to consider the
feasibility for missile defense of NATO territory.® The shift
in 2002 toward a possible NATO missile defense mission
represented a considerable expansion to the protection
previously envisioned under the TMD concept.

In 2002 at the Prague Summit, Allies “initiated a new
NATO Missile Defence Feasibility Study to examine op-
tions for protecting Alliance territory, forces and popula-
tion centres against the full range of missile threats’”” In
November 2006 at the Riga Summit, NATO concluded
that missile defense is technically feasible and directed
that additional work be done to determine the politi-
cal and military implications of missile defense and also
directed that a threat assessment be updated.® In April
2008, NATO’s Bucharest Summit Declaration acknowl-
edged that ballistic missile proliferation posed an increas-
ing threat to the Allies’ forces, territory and populations
and specifically referenced Iran’s ballistic missile pro-
gram; recognized the planned deployment of U.S. missile
defense assets to Europe; and emphasized the impor-
tance of NATO-Russia missile defense cooperation.? In
April 2009, Allies reaffirmed many previously agreed-to



Two Standard Missile 2 interceptors,
part of the Aegis Ballistic Missile
Defense Program, are successfully
tested in the Pacific. NATO plans to
station ships carrying the interceptors
in the Mediterranean Sea to defend
against threats.
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missile defense conclusions and directed that work be
done to look at options for possibly expanding the role of
NATO’s ALTBMD beyond protecting deployed forces to
include the protection of NATO territory."

In December 2009, the Allies welcomed the U.S. PAA
for missile defense in Europe and said that if NATO
decides to take on missile defense of NATO territory as a
mission, then the PAA would be a valuable national con-
tribution to NATO’s capability and to Alliance security."
Finally, as mentioned previously, in November 2010 NATO
agreed to develop a missile defense capability to protect
Alliance territory.

“PHASED, ADAPTIVE APPROACH”

In September 2009, President Obama announced a new

U.S. missile defense policy for Europe. The new U.S. policy is

guided by two main factors. First, it is based on an updated

threat assessment, which emphasizes the threat posed by
short-range ballistic missiles, or SRBM, and medium-range
ballistic missiles, or MRBM, rather than the threat from in-
tercontinental ballistic missiles, or ICBM. Second, it is based
on advances in missile defense technology, particularly sea-
and land-based interceptors and the sensors that support
them. The PAA missile defense policy for Europe calls for
the following:

¢ Phase One (in the 2011 timeframe) — Deploy current
and proven missile defense systems available in the next
two years, including the sea-based Aegis Weapon System,
the SM-3 interceptor (Block IA), and sensors such as the
forward-based Army Navy/Transportable Radar Surveil-
lance system (AN/TPY-2), to address regional ballistic
missile threats to Europe and our deployed personnel
and their families.

* Phase Two (in the 2015 timeframe) — After appropriate
testing, deploy a more capable version of the SM-3 inter-
ceptor (Block IB) in both sea- and land-based configura-
tions and more advanced sensors to expand the defended
area against short- and medium-range missile threats.

¢ Phase Three (in the 2018 timeframe) — After develop-
ment and testing are complete, deploy the more ad-
vanced SM-3 Block ITA variant currently under develop-
ment to counter short-, medium- and intermediate-range
missile threats.

¢ Phase Four (in the 2020 timeframe) — After development
and testing are complete, deploy the SM-3 Block 1IB to help
better cope with medium- and intermediate-range missiles
and the potential future ICBM threat to the U.S.?

In announcing the PAA, the president emphasized that
the new approach is consistent with NATO missile defense
efforts and said that he would welcome Russian cooperation
to bring their missile defense capabilities into a broader
defense of common interests. The president also alluded to
the adaptable nature of the PAA, saying, “Going forward
... we will rigorously evaluate both the threat posed by bal-
listic missiles and the technology that we are developing to

counter it’"®
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COUNTERING MEDIUM-RANGE BALLISTIC MISSILES
From a technical capabilities standpoint, in the present and
for the next two to three years, the greatest ballistic missile
threat to Europe is from MRBM with a range of approxi-
mately 2,000 kilometers. Theoretically, if launched from
the Persian Gulf region, MRBM could reach southeastern
Europe, including parts of NATO members Turkey, Greece,
Bulgaria and Romania.

If deployed in sufficient numbers, the sea-based Aegis
Weapon System, the SM-3 interceptor (Block IA) and associ-
ated sensors called for in Phase One (2011) of the PAA are
sufficient to defend against an MRBM attack. A combination
of Aegis patrols in the Mediterranean and Black seas would
provide optimal Aegis Ballistic Missile Defense, or BMD, cov-
erage for southeastern Europe. Operationally, however, a U.S.
BMD employment strategy that relies on the Black Sea could
meet with Russian opposition, due in part to the presence
of Russia’s Black Sea Fleet and its base in Sevastopol. Russia
views the Black Sea as being within its sphere of influence. A
sub-optimal but acceptable Aegis BMD deployment would be
patrols based solely in the Mediterranean Sea.

Phases Two and Three of the PAA call for the deploy-
ment of the more capable land-based SM-3 interceptors in
Eastern Europe (likely in Romania and Poland). Of signifi-
cance, the land-based SM-3 capabilities planned for Phase
Two (in the 2015 timeframe) will render unnecessary the
potentially contentious Black Sea Aegis BMD patrols.

RUSSIAN INVOLVEMENT

The previous U.S. administration’s missile defense plan for
Europe caused great concern in Russia because it called for
the deployment of a radar capability in Eastern Europe that
would have had the capability to monitor Russian ICBM.
Russia also felt the previous plan was announced unilater-
ally rather than in a coordinated, bilateral or multilateral
way. Further, Russia viewed the previous plan as an initial
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NATO Secretary General Anders Fogh Rasmussen visits Bucharest, Romania,
in May 2010 as part of a mission to explain the proliferation threat.
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The U.S. Navy launches a capability that would have paved

medium-range ballistic mis-
sile over the Pacific Ocean;
minutes later, the missile was
intercepted by the Aegis com-
bat system. The U.S. and its
NATO partners plan to deploy
such an anti-missile defense
system to protect Europe.

the way for further U.S. expan-
sion of missile assets in Eastern
Europe and worldwide.

Taken together, U.S. missile
defense plans for Eastern
Europe, NATO expansion
into Eastern Europe and the
Baltic Region, and the U.S.
withdrawal from the ABM
Treaty, among other factors, have all contributed to Russian
threat perceptions as articulated in Russia’s 2010 Military
Doctrine, which paints NATO enlargement as an “external
military danger”'*

President Obama’s decision to abandon previous missile
defense plans for Eastern Europe was a positive step from
Russia’s perspective. Russia seems slightly more at ease with
the new PAA for Europe. The PAAs approach is different

from the previous plan in that it focuses initially on the
threat posed by short- and medium-range ballistic mis-
siles. Not until Phase Four would the PAA counter ICBM.
However, recent U.S. agreements with Poland, Romania and
the Czech Republic to place PAA missile defense capabilities
in their countries in future PAA phases will likely eventually
create additional tension with Russia. This point of tension
probably will occur at some point in the future but prior to
the actual deployment of these capabilities.

Despite these challenges, the November 2010 NATO-
Russia Council agreement on missile defense cooperation
was a positive step and is an area of enormous potential in
terms of NATO-Russia cooperation. However, it remains to
be seen whether NATO and Russia can use missile defense
cooperation to move beyond paper agreements and speech-
es marking “historic breakthroughs” to truly achieve greater
cooperation, transparency and security.

Although NATO and Russia share many common
interests (e.g., Afghanistan, Iran, North Korea, terrorism,
missile defense, nuclear and missile nonproliferation, and
countering drugs), missile defense presents a real oppor-
tunity for NATO to take policy steps that chart a positive
course vis-a-vis Russia. Therefore, the U.S. and NATO
should intensify efforts to increase cooperation with Russia
on missile defense.

Rather than seeking a quantum leap in NATO-Russia
cooperation, policymakers should look for areas in which
incremental confidence-building steps can be taken over
time. In fact, regarding Iran in general, the analysis sug-
gests that U.S. and NATO engagement with Russia is the
key to a true breakthrough with Iran because Russia’s
political, security and especially economic ties with Iran
give it leverage. O

1. NATO Strategic Concept, November 19, 2010, http://www.nato.int/cps/en/natolive/of-
ficial_texts_68580.htm, para. 19.

2. The information presented includes general perspectives obtained during the author’s
meetings from September 7-10, 2010, with U.S. and NATO representatives at U.S.
European Command (Stuttgart, Germany), U.S. Army Europe (Heidelberg, Germany),
and NATO Headquarters (Brussels, Belgium). The analytical findings are drawn from

a larger study on this topic, which is available from the author upon request. E-mail:
john.d.johnson2@us.army.mil.

3. NATO, Lisbon Summit Declaration, November 20, 2010, http:/www.nato.int/cps/en/
natolive/official_texts_68828.htm, para. 37.

4. NATO-Russia Council Joint Statement, November 20, 2010, http:/www.nato.int/cps/en/
SID-830E999E-1279C358/natolive/news_68871.htm.
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Transforming Conlflict in Kosovo
Institutions must be enlisted to end ethnic dispute

By Elhami Shagjiri

The suffering of the recent war continues to influence relations
between communities in Kosovo. Moving forward while remembering
the past is a challenge that communities in Kosovo are facing.

Ethnic relations continue to be influenced by the violence
of the 1990s. Those experiences do not belong to the past
but remain an open wound, making reconciliation diffi-
cult. Hence, it is important to analyze thoroughly the root
causes of the conflict between the Serbian and Albanian
communities and then to reflect on them rationally
with the aim of finding a resolution. It is important
that members of the communities take an open-minded
view of the future so that their past perceptions of each
other change positively.

For the most part, transforming negative memories
is about transforming negative perceptions, which
unfortunately has been a major cause of conflict in
the first place. Perhaps at this point the Franco-German
case could serve as a model of moving forward. “Charles
de Gaulle and Konrad Adenauer officially put an end to
the calls for mutual destruction that had poisoned the
existence of their countries for several decades, if not
centuries. This change did not occur in the twinkling of
an eye, of course. It required, among other things, pro-
found modifications in the attitudes held by each coun-
try vis-a-vis the other” (Rosoux 2004, p.165) It is now
12 years since the war ended in Kosovo and perhaps it
is time that both communities start a rapprochement.
According to Rosoux, in the Franco-German case, “the
authorities of the two states have systematically tried
to avoid being locked into memories that are strictly
national” (Rosoux 2004, p.165) Therefore, it is of great

importance that the Serbian and
Albanian communities should
learn from the Franco-German
rapprochement and avoid being
locked into memories of their past.
Establishing positive relations
between the conflicting com-
munities in Kosovo still remains
very challenging. “The shift
from negative to positive feel-
ings cannot be accomplished
without a transition; in order to
discover reasons why they can
work together, the parties first
have to get over the reasons why
they fought each other” (Zart-
man 2005, p. 298) In this regard,

Left: A Kosovar girl celebrates

the declaration of Kosovo’s
independence from Serbia
in Pristina on February 17,
2008. Serbia has disputed
the legality of Kosovo’s

independence declaration.

Right: Kosovo Serbs in the
ethnically divided town of
Kosovska Mitrovica march
in protest of Kosovo’s
independence in February
2008. The protesters claim
international support for
Kosovo’s independence

violates U.N. Resolution 1244.

considering that 11 years have now passed since the war

ended, the transition period is probably reaching its end.

Projects such as becoming members of the European

Union and NATO could be an incentive for working

together. Trade and economic cooperation is an important

incentive to work together because it will result in gains

for both communities.

To create future prosperity for all the communities
in Kosovo, additional elements should also be consid-

ered. In regard to the past, it is crucial to separate facts
from distortions. Those facts should be communicated
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to the public so that people become aware of the truth.
It is essential that political leaders from both communi-
ties agree to deal constructively with past issues, which
in turn would enable communities to move forward and
let residents get on with their lives.

Moreover, regional cooperation is a mechanism for
building positive relations between countries of the
region. All Balkan countries are multiethnic societies.
Minority communities in one country are majority com-
munities in another. For example, in Kosovo the Serbian
community is a minority community, whereas in Serbia
the Albanian community is a minority. In this context,
the Ahtisaari Settlement indeed places great importance
on economic cooperation between Kosovo and Serbia.
The Ahtisaari Settlement states clearly that “Kosovo
and the Republic of Serbia shall further develop eco-
nomic ties between them?” (Ahtisaari 2007, p.6) The same
scenario occurs with Macedonia, Albania and Montenegro:
Multiethnic societies should trade with one another and
regard their minority communities as added value and
important elements of economic cooperation.

In the Balkans, regional geopolitical dynamics
unfortunately have created generally negative outcomes,
which in turn have influenced relations even more nega-
tively between countries. During the last decade, regional
political dynamics reached their lowest level with the
breakup of the former Yugoslavia, followed by wars in
Slovenia, Croatia, Bosnia and Herzegovina, and Kosovo.
For the most part, nationalism and rooted ethnic hatred
provoked these regional wars, which in turn impacted
even more negatively those same national dynamics. This
vicious cycle continued for a long time in the Balkans
because of political leaders who constantly breached
international law and generally ignored diplomacy in
dealing with political issues.

The EU is giving Balkan countries a clear signal
on the prospect of future European integration. The
EU has stated on many occasions that the future of the
Balkans lies within the EU. This process depends on
progress regarding EU accession requirements. Kosovo’s
status is certainly of great concern for the region as
well as for the international community. In working out
Kosovo’s final status settlement, the international com-
munity has taken into account the historical perspective
in the solution to end the cycle of violence between the
communities in Kosovo and the region in general. The
region is looking to the future and searching for a new
vision based on security, stability and cooperation.

Furthermore, it is important to realize that regional
doubts about the creation of “greater Kosovo” are ending
as this issue is resolved by the Ahtisaari Settlement, which
states that “Kosovo shall have no territorial claims against,
and shall seek no union with, any State or part of any
State” Now that Kosovo’s status is largely settled, countries
in the region should prioritize economic development and
regional trade, as well as pursue an EU agenda evidently

SERBIA
MONTENEGRO Pristha
KOSOVO
ALBANIA
MACEDONIA

supported by the majority of the region’s citizens.
Indeed, a long-term settlement in Kosovo will bring
even more peace, stability and economic development.

It is important to realize that to achieve sustainable
peace and stability in Kosovo, it is essential to preserve
its unity and to promote integration between the com-
munities. This, of course, takes time. But if Kosovo wants
to be a stable and prosperous country, then it should
move forward with conflict transformation. The people
of Kosovo need to tackle the root cause of their ethnic
conflicts to enable a peaceful and prosperous coexis-
tence. Putting an end to long-lasting ethnic hatred and
establishing a long-lasting peace requires political will
and determination by both parties to the conflict. It is
essential to establish respected institutions capable of
facilitating conflict transformation. The accession of
Kosovo and the region to the EU is an essential incen-
tive to cooperation and conflict transformation. This is a
common objective for all, an objective that will lead to a
better future for all. o
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COOPERATION

. Russia Looks West

New era of cooperation promised

“We have changed,’ Russian President Dmitry Medvedev said in
a keynote address at the June 2010 St. Petersburg International
Economic Forum. Medvedev was speaking about plans to refocus
the Russian economy on innovation and technology rather than
energy and natural resource production. While the change is ap-
parent in Russia’s newly cooperative approach to the European
Union, for NATO and neighboring states of the former Soviet
Union, the question remains: Is the change authentic? And, if so,
how deep does it run in Russian policy?

Medvedev’s push to transform the Russian economy is primarily a movement
for modernization. It includes plans to build a center for technology, engineer-
ing and business education in Skolkovo, modeled on the Silicon Valley, that
would establish relationships with top U.S. universities and technology compa-
nies. If Russia is to grow into the high-tech power envisaged by Medvedeyv, it will
need help from the West.

To that end, Russia is pursuing a course of cooperation, eschewing the
confrontation that sometimes characterized Russian foreign policy under the
administration of former President Vladimir Putin. The new “de-ideologized”
foreign policy is “characterized by pragmatic consideration of Russia’s national
interest;” Anders Aslund of the Peterson Institute for International Economics
wrote in an op-ed for The Moscow Times.

Low point
Post-Soviet relations between Russia and the West reached a diplomatic low point
with the August 2008 Russian invasion of Western-oriented NATO aspirant
Georgia. Some in the West accused Russia of having neo-colonial ambitions. The
Russia-NATO Council, established in 2002 for consultation and consensus-build-
ing, suspended activities as accusations were exchanged over who was responsible
for the war. Russia’s image as a reliable Western partner was not improved by the
January 2009 dispute with Ukraine over payments for natural gas. Russia halted
gas shipments through Ukraine, causing shortages in many European countries.
The BBC wrote: “Critics say that Russia is using its energy resources as a po-
litical weapon to pressure European and former Soviet countries to adopt favor-
able stances towards Moscow.” In doing so, Russia had isolated itself not only from
the West, but from its closest neighbors. Russia “tried to impose itself upon the
former Soviet republics;” Aslund said. “The fundamental problem is that every-
body is suspicious of Russia’s real intentions.”

Better relations

But relations with Russia started to improve as both the West and Russia took a
more conciliatory approach. The Russia-NATO Council resumed meeting, de-
spite misgivings by some members. As former NATO Secretary-General Jaap de
Hoop Scheffer argued at the time: “Russia is an important global player, and this
means that not talking to them is not an option.” After his election in 2008, U.S.

President Barack Obama promised to “reset” relations and delayed deployment of
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Left: People gather at
an anti-corruption rally
in Moscow in October
2009. Russia’s ability
to tame corruption is
important for its plans
for greater European
integration.

Right: Russian
shoppers taste
imported Japanese
grapes ata
supermarket in
Vladivostok in October
2010. It was the first
time such fruit was
exported to the Russian
Far East, highlighting
growing trade ties.

elements of a ballistic missile intercept system
in the former Warsaw Pact countries Poland
and the Czech Republic. NATO also put acces-
sion of former Soviet republics Ukraine and
Georgia on hold indefinitely. These two policy
changes appeared to alleviate Russian security
concerns and gave Moscow confidence to pursue
a more cooperative approach. As a result of the
international economic downturn and financial
crisis, Russia’s economy shrank by more than 8
percent in 2009. Russian leaders realized that
relying on profits from high energy prices was
an unreliable economic model, according to
Adnan Vatansever of the Carnegie Endowment
for International Peace.

Aslund added: “Russia’s new policy is grounded
in the need to modernize and attract foreign in-
vestment.” For Russia, confrontation seems to have
lost its appeal.

Russia’s refocused foreign policy is evident
in its relations with former Soviet and Warsaw
Pact neighbors. After years of acrimony, cordial
dialogue between historical rivals Russia and
Poland has begun. Medvedev visited Poland in
December 2010, which Russian Foreign Min-
ister Sergei Lavrov called “a landmark event”
in moving forward with bilateral relations. The
former Soviet Baltic states of Estonia, Latvia
and Lithuania, where the Soviet years are widely
considered a military occupation, have softened
opposition to Russia. In Latvia, a political party
of mostly ethnic Russians came in second in 2010
national elections. And Russia resolved a 40-year

THE ASSOCIATED PRESS

maritime border dispute with Norway, signing a
treaty in September 2010 delineating territorial
rights in the energy-rich Barents Sea. Rela-

tions with Ukraine improved the most with the
election of pro-Russian Victor Yanukovych, after
years of tension with the pro-Western “Orange
Revolution” government. And in Kyrgyzstan,
where the government was overthrown by a
popular uprising, Moscow appears to be main-
taining a hands-off approach. Though tensions
remain with Georgia just two years after the war,
even there the chance of renewed armed conflict
seems to have receded. “Russia’s policy in the
region has genuinely changed for the simple rea-
son that the Kremlin realizes the old aggressive
policy has completely failed,” Aslund wrote.

“We have changed”

Much can be gained by the integration of Russia
into European and international institutions.
Since the end of the Cold War, Russia and the EU
have built extensive economic ties. Demand from
Russia’s growing middle class makes it a primary
export market for European consumer and tech-
nology goods, and about half of Russia’s exports
go to the EU. Eurostat data from 2009 indicated
that one-third of EU gas imports originated in
Russia. Improved economic ties, characterized by
liberalized trade policies and standardized regula-
tory rules, would benefit all parties and would
also improve regional stability. BBC News reports:
“The two sides have been negotiating a new
agreement, the ‘Partnership for Modernisation;
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aimed at increasing foreign investment, boosting
trade and integrating markets.”

Analysts think that admission into the World
Trade Organization, or WTO, is the most impor-
tant step for Russia. Russia’s accession to the WTO,
which President Medvedev has made a foreign
policy priority, has been in the works for 17 years,
Bloomberg Businessweek said. The primary obstacles
have been agricultural trade disputes with the U.S.
and a Russian trade embargo on WTO member
Georgia. Nevertheless, in October 2010, Lawrence
Summers, then-director of the U.S. National
Economic Council, claimed that contentious issues
have been overcome and Russia, as the largest
economy outside the WTO, is expected to join by
the end of 2011.

Better diplomacy leads to better security.
Russia, the EU and the United States share vital
interests in combating transnational organized
crime, narcotics trafficking and terrorism stem-
ming from militant Islamic extremism. Those
vital interests overlap especially in Central Asia
and Afghanistan. According to Dmitri Trenin
and Alexei Malashenko of Carnegie, Russia
worries that a victorious Taliban in Afghanistan
could resume its pre-2001 support for Central
Asian Islamists and Chechen rebels, creating
“a rise in Islamist radicalism across the region
and a revival of rebel activity in Uzbekistan and
Kyrgyzstan.” Russia has cooperated with NATO
in Afghanistan from the beginning of the war to
displace the Taliban and destroy al-Qaida, shar-
ing intelligence, providing arms and supplies to
the Afghan government and allowing transit of
non-lethal NATO military equipment and per-
sonnel. Moscow also wants a stable Afghanistan
to restrict the flow of heroin that is feeding an
epidemic of addiction in Russia.

In May 2010, Russia and the EU agreed
to strengthen cooperation against organized
crime and terrorism and “reach an operational
agreement between Europol and Russia as
soon as possible,” according to The Sofia Echo
newspaper. In June 2010, as a sign of increased
cooperation with the West, Russia supported U.N.
Security Council Resolution 1929 imposing tougher
sanctions on Iran over its nuclear program, but
balked at stronger sanctions and criticized the
EU, US. and Japan when they took stronger
measures beyond what the U.N. had done. Russia
has maintained cordial relations with Iran, and
the West hopes Moscow, once further integrated
into Western economic and security structures,
could act as an intermediary in persuading Iran
to abandon its nuclear program.

AGENCE FRANCE-PRESSE

How far reform?
Some question whether Russia is serious about

A Russian armored
column leaves South
Ossetia in August
2008. Russia’s brief
war with Georgia
brought Russian

changing. Sergei Aleksashenko, economist with
the Carnegie Moscow Center, remarked that “a lot
of experts have agreed that in order to modern-
ize Russia there is a need to start with the political

organization, the modernization of the political refations with NATO
system.” Aleksashenko noted that Medvedev has Tnd t:‘?ﬂfu toa
ow point.

hedged his words by suggesting that “moderniza-
tion is only a technical process” and won’t lead

to comprehensive modernization of the entire
country. He also notes that Medvedev and Putin
have more recently replaced the word “moderniza-
tion” with “innovation?” Said Aleksashenko: “It’s

not a huge secret that there are three principal
obstacles for foreign investment in Russia: rule of
law, corruption and intellectual property rights”
He is skeptical about Russia’s readiness to fully
reform its political, legal and economic systems.
Iana Dreyer of the European Centre for Inter-
national Political Economy agrees and points out
that Organisation for Economic Co-operation and
Development indexes show Russia to have one of
the most restrictive climates for foreign invest-
ment. Dreyer says Russia needs to move away from
“protectionism and using energy as a foreign
policy tool”

Aslund is especially critical of the role of Prime
Minister Putin in blocking reform and integration,
but nevertheless believes that Russia’s overtures
provide “a good opportunity for the West to en-
gage anew with Russia”

“Russia has the human and financial capital
as well as technology for a modern innovation
economy,” Aslund said. “But it lacks the necessary
freedom of enterprise and communication” o
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COOPERATION

N Europe Responds to Disasters
EU and NATO provide international reach

In October 2010, toxic red sludge from a Hungarian alumina plant spilled chemicals into the
Raba and Mosoni-Danube rivers. Hungary activated the European Union Civil Protection
Mechanism for urgent international assistance in response to pollution caused by the
breakdown of a sludge depository in the city of Ajka. The Hungarian authorities identified
an immediate need for non-Hungarian experts. A team of five hand-selected experts and one
liaison officer from the EU Civil Protection Monitoring and Information Centre, or MIC,
deployed to the area within days of the accident.
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The chemical spill in Hungary is a recent example of a
coordinated response to a potential chemical, biological,
radiological or nuclear disaster, or CBRN disaster. The
EU and NATO both possess agencies capable of leverag-
ing national and international teams to help out in such
emergencies.

The European Union’s Community Mechanism for
Civil Protection is one such organization. Its main role is to
provide assistance in major emergencies when a national
government desires or requires the pooled expertise of
other member states. The EU illustrated this coordination
capability in August 2010, when Pakistan’s government
requested assistance from the international community to
deal with monsoon floods. When it arrived in Islamabad,
the EU Civil Protection team coordinated aid and person-
nel arriving from 18 participating states.

The MIC is an important branch of the EU’s Commu-
nity Mechanism for Civil Protection. It operates 24 hours a
day under the guidance of the Directorate-General of the
Environment of the European Commission. The MIC acts as
a hub serving the affected country, participating states and
experts dispatched to the emergency site. It provides daily
updates on the emergency, using the Common Emergency
Communication and Information System. CECIS was created

When a toxic red sludge
flooded the Hungarian
towns of Devecser and
Kolontar in October:
2010, experts from

the EU Civil Protection
Monitoring and
Information Centre
were tapped to help.
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to provide Web-based notifications to facilitate emergency
communication among participating states.

The EU conducts training to improve coordination of
civil protection assistance between intervention teams from
the participating states and the country in distress. The
training includes coursework, joint exercises and exchanges
of experts.

NATO also has an organization to coordinate disaster
assistance. The Euro-Atlantic Disaster Response Coor-
dination Centre is a clearinghouse of disaster relief ef-
forts among NATO members and partner countries. The
EADRCC has managed more than 45 emergencies, includ-
ing floods, forest fires and earthquakes. It is also tasked with
dealing with the consequences of CBRN incidents, includ-
ing terrorist attacks.

Similar to the EU’s Community Mechanism for Civil
Protection, the EADRCC functions as a coordination center
for NATO and partner countries. It sponsors large-scale
disaster response exercises. In recent years, scenarios have
included a terrorist attack using chemical agents.

These two organizations are part of the coordinated
effort of Europe to leverage the unique capabilities of its
partner states to assist in responding to natural and techno-
logical disasters. O

perConcordiam



SECURITY

New Weapons: Keyboard and Mouse
Cybersecurity cooperation is key to defeating hackers

The Internet continues to grow as an essential, daily tool for billions of people

in personal, corporate and government arenas. Protection of confidential online
information, also known as cybersecurity, therefore also grows in importance.
Cybersecurity defends against illegal use of the Internet, corruption or disruption
of computer networks and software, hacking and espionage. The global, borderless
nature of the Internet calls for legal, political and private cooperation around

the world, as cyber attacks are rising in frequency and severity, with hundreds of
thousands of attacks launched daily at the cost of billions of euros. Our growing
dependence on cyberspace makes cyber security a high priority that’s appearing

atop policymaker agendas.

Cyber threats and espionage are two of the most
pressing issues in the world today. Cybercrime is one
of the fastest growing and most lucrative aspects of
illegal Internet use. Proceeds from identity theft have
even outpaced those from illegal drugs, according to
Deutsche Welle.

One of the most well-known cyber attacks took
place in Estonia in 2007, resulting in denial of service
on all government and banking sites for three weeks.
Customers received error messages when attempt-
ing to make a transaction. As one of the most wired
countries in Europe, this small Baltic nation was par-
ticularly disrupted, as Estonians conduct 90 percent of
their banking online. They pioneered development in
paperless e-government and pay for parking with cell
phone Internet hookups. After this attack, NATO and
the European Union rushed information technology
specialists to Estonia to assist in the recovery.

As countries further embrace Internet use, the
risk of attacks increases. Task forces, summits and
conferences on this subject have proliferated since
the Estonia attack. Pooling resources, more than a
dozen European organizations have enacted policies
or held discussions, including the European Commis-
sion, NATO and the U.N. However, despite the efforts
of highly intelligent security professionals working to
secure networks in government, military and private
industry, it is difficult to defeat these hackers that
work obsessively to destroy computer networks.

Cyber hacking attracts extremists and spies be-
cause it can be done anonymously, safely and cheaply.
Attacks vary from stealthy thefts on the Internet
to advanced, persistent threats. Infected memory
sticks allow criminals to steal documents and e-mails
from computers. Traditional spies risk their lives to
smuggle documents, but those who attempt theft in
the cyber world face far less serious penalties. Cur-
rent cybercrime laws do not appear to deter criminals.

For example, NATO headquarters is attacked at least
100 times a day, NATO Secretary General Anders
Fogh Rasmussen has said. The Center for Strategic &
International Studies mentions several international
hurdles to defeating cybercrime: “Disagreement over
what constitutes a crime; inadequate, uneven or absent
authorities for governments to investigate and pros-
ecute cybercrime; and procedures for international
cooperation more attuned to the age of sail than to
the Internet”

Despite preventative efforts, some fear what the
mass disruption resulting from a substantial cyber
attack might entail. The EUobserver describes it this
way: “The EU’s 27 countries would wake up to find
electricity power stations shut down; communication
by phone and Internet disabled; air, rail and road
transport impossible; stock exchanges and day-to-day
bank transactions frozen; crucial data in government
and financial institutions scrambled and military
units at home and abroad cut off from central com-
mand or sent fake orders” Economic damage and
data loss could, therefore, last for years.

Countries attacking countries

The Guardian reported in May 2010 that “[cyber] attacks

launched by countries against other countries are caus-

ing the greatest concern” Recent examples include:

® In June 2010, China was accused of wholesale es-
pionage, attacking computers used by U.S. defense
contractors and stealing classified details of an F-35
fighter, the BBC reported. In addition, in 2009, the
Chinese targeted Google and another handful of
information technology, or I'T, companies.

* North Korea was blamed for a massive cyber attack
on the United States and South Korea in July 2009,
according to Reuters. More than two dozen Internet
sites were attacked, including those affiliated with
the NASDAQ stock exchange; the White House;
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the State, Treasury and Transportation depart-
ments; the Secret Service; and the Federal Trade
Commission. Internet service providers in South
Korea distributed a computer vaccine to combat
the virus. In addition, a newspaper and two
major lender sites in South Korea were affected,
according to a Telegraph article in July 2009.

In 2008, the Georgian government accused
Russia of orchestrating “denial of service” as-
saults against Georgian websites starting just
one day before the Georgian and Russian mili-
taries began fighting over South Ossetia.

Reports suggest China continues to invest in
its network operations and represents a cyber

espionage threat. “The fact that so much vital

Melissa Hathaway, acting
senior director for cyberspace
for the U.S. National Security
and Homeland Security
Councils, speaks at a
conference in Estonia in June
2010. The conference tackled
the issue of cyber conflict.
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personal and organizational information, as
well as financial transactions and operating sys
tems are now placed in the cyber domain means
a number of highly valuable targets are available
for a range of state and non-state actors,” Jane’s
intelligence clearinghouse said. In January 2010,
Google announced that persistent cyber attacks
emanating possibly from China may force the
company to discontinue its Chinese search en-
gine, google.cn.

Cooperation is critical

Cooperation and information sharing are critical
to prevent further attacks. The United States,
Russia and China, along with 15 other nations,
agreed for the first time in July 2010 to work on
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Flowers adorn a Google logo in front of the
company’s China headquarters. Google, the world’s
most popular search engine, threatened to shut
down its Chinese-language google.cn search engine
in 2010 over censorship and attacks from China.
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that cyber threats, as well as climate
change, terrorism, and proliferation
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reducing the threat of attacks on each other’s
networks. One of the recommendations
resulting from this agreement was that the
“U.N. create norms of accepted behavior in
cyberspace, exchange information on national
legislation and cybersecurity strategies, and
strengthen the capacity of less developed
countries to protect their computer systems,’
The Washington Post reported. Other nations
participating in the agreement are Britain,
France, Germany, Estonia, Belarus, Brazil,
India, Italy, Israel, Qatar, South Korea and
South Africa.

NATO addressed cyber attacks in its
Strategic Concept adopted by member
nations in November 2010. The Strategic
Concept affirms that cyber attacks are an
increasing, eminent threat. “Cyber attacks
are becoming more frequent, more organ-
ised and more costly in the damage that
they inflict on government administrations,
businesses, economies and potentially also
transportation and supply networks and
other critical infrastructure; they can reach a
threshold that threatens national and Euro-
Atlantic prosperity, security and stability,” the
document states. It further acknowledges
that “foreign militaries and intelligence
services, organised criminals, terrorist and/
or extremist groups can each be the source
of such attacks” Responding to cybersecurity
threats is not optional for NATO, Ashley
J. Tellis of the international think tank
Carnegie Europe argued in a debate involv-

of WMD “are at the core of fulfilling
its obligations to the security of its
member states” NATO also announced the
creation of an Emerging Security Challenges
Division, which includes cyber defense as one
of its initiatives.

Experts agree that the private sector
must participate in cybersecurity at the
same level as government and militaries
in order to create comprehensive effective
cyber protection. “Private businesses already
are investing in this area simply to protect
themselves, therefore partnering with them
is a good idea and pools resources,” Jane’s
reported in January 2010.

A unified policy will benefit the world,
but creates a steep road ahead. This policy
will need to include: jurisdiction; a universal
definition of cybercrime; determining the
level of cyber attack (e.g., monetary damages,
deaths, length of disruption); extradition;
language barriers; public education; and
education of police, legal and judicial of-
ficials on technical subject matter.

The Internet is a prime example of how
new opportunities can create new challenges.
Looking to the future, cyber attacks are not
likely to cease, but the response needs to im-
prove, according to I'T security experts. Pre-
empting attacks will be critical: The world
must combine resources to address cyber
attacks and prevent exciting technologies
from becoming liabilities.

The next issue of per Concordiam, due
out in the summer of 2011, will address the
theme of cybersecurity in greater detail. o
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SECURITY

- Conversion to Terror
European converts to radical Islam pose security threat

Countries in the European Union face a sobering reality: Cities, infrastructure and,
most importantly, people are being targeted by radical Islamic terrorists. This is
not a revelation — Over the past several years, Europeans have been the victims of
numerous terrorist attacks in the name of violent jihad. Increasingly, however, EU
citizens are threatened by violent Islamic extremists among their own countrymen.

This realization was reinforced in October 2010 when the EU

issued terror alerts triggered by intelligence warnings of an

al-Qaida plot to conduct “Mumbai-style” attacks on European

cities. A few days later, five Taliban militants with German citi-

zenship were reported killed in a NATO attack on a militant

hideout in Pakistan, which BBC News analysts speculated

were connected to the attack warning. Then, over two days,

French police arrested 12 people in antiterrorism raids, while

Bulgarian police raided an Islamic organization that The Sofia .

Echo reported had “propaganda material preaching religious
" EI TSR W

hatred and the overthrow of Bulgaria’s constitutional order”

A growing threat in Europe is violent Islamic extrem-
ism stemming from domestic radicalization. “Islam is widely
considered Europe’s fastest growing religion, with immigra- !
tion and above average birth rates leading to a rapid increase
in the Muslim population,” the BBC said. Data compiled by
the BBC place an estimated 5 million to 6 million Muslims in
France and more than 3 million in Germany — the highest
numbers in the EU. Other nations with large Muslim popula-

tions include the United Kingdom, Spain, the Netherlands
and Italy. Balkan countries such as Albania and Bosnia-Her-

zegovina also have substantial Muslim populations. Outside
the EU, an estimated 20 million Muslims live in Russia, where

Islamic separatist movements in the North Caucasus republics A German court convicted (from top left) Fritz
have spawned dozens of terrorist attacks over the past two Gelowicz, Adem Yilmaz, Daniel Schneider and
decades, killing thousands. The November 2008 EU report Atilla Selek for plotting terrorist attacks against

U.S. interests in Germany. The case gained
widespread attention because Gelowicz and
Schneider are ethnic German converts to Islam
and Yilmaz is a German citizen.

“Radicalisation, Recruitment and the EU Counter-radicalisa-
tion Strategy” states: “The vast majority of Europeans,
irrespective of belief, do not accept extremist ideology, and
that amongst the small number that do, only a few turn to
terrorism.” However, European governments are concerned
about the threat posed by domestic radicalization. As recent
terrorist attacks in London, Madrid and Moscow have shown,
when sufficiently radicalized, small numbers of people are
capable of producing great death and destruction.
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A French Soldier patrols at
the Eiffel Tower as part of the
national security alert system
Vigipirate. France increased
the terrorism threat level in
September 2010 in response
to intelligence warnings of a
plot to attack European cities.

From convert to terrorist

Western European Islamic extremists have largely come from
backgrounds of Islamic heritage, either as recent legal immi-
grants or second- and third-generation descendants of immi-
grants. For example, three of the four London train bombers
were British-born men of Pakistani descent, while members
of the cell that carried out the Madrid bombing were primari-
ly Moroccan immigrants. More recently, a British suspect born
in Somalia was arrested in the Netherlands in September
2010, and three Germans were recently charged with sup-
porting terrorism. According to the Irish Examiner, informa-
tion provided by Ahmad Wali Siddiqui, a German citizen of
Afghan origin captured by NATO forces in Afghanistan was
responsible for the late 2010 terror alerts in Europe.

The radicalization of ethnic European converts to Islam
has grabbed the attention of European law enforcement and
security officials. Michael Taarnby, a terrorism expert from the
Danish Institute for International Studies, told The Washington
Post:“The number of converts, it seems, is definitely on the
rise. We've reached a point where I think al-Qaida and other
groups recognize the value of converts, not just from an op-
erational viewpoint but from a cultural one as well” Converts
are tactically important to terrorist organizations because of
their deep cultural knowledge of the target countries. Their
physical appearance allows them to go undetected more easily.
Security officials have also uncovered radicalized converts
to Islam who were planning or attempting terrorist attacks

in the West. Richard Reid, the infamous “shoe bomber;” is
British, as are Andrew Ibrahim, who planned to bomb a
shopping center, and Nicky Reilly, who attempted to set off

a suicide bomb in a crowded restaurant. One of the London
metro bombers, Germaine Lindsey, was Jamaican-born.
French converts Lionel Dumont and brothers David and
Jerome Coutaille have been convicted of planning or aiding
terrorist plots directed at Europe. And in March 2010, in
what Der Spiegel called “the largest terrorist trial to take place
in Germany since the times of the Red Army Faction,” a
German court sentenced converts Fritz Gelowicz and Daniel
Schneider to 12 years in prison for their roles in a plot to kill
U.S. Soldiers and civilians.

In Russia, “investigators probing terrorism cases in the
North Caucasus have noted a growing number of ethnic
Slavs among the perpetrators,” Radio Free Europe/Radio
Liberty reported. Komsomolskaya Pravda reported in 2006
that more than half the members of a radical Islamist ter-
rorist group broken up by police were ethnic Russians and
Ukrainians, including former soldiers and a senior police-
man. This group was responsible for the 2004 Moscow
metro bombing.

Also of note is a wave of European women converting
to radical Islam, one of whom, Belgian Muriel Degauque,
committed a suicide attack against American troops in Iraq in
2005. French domestic intelligence chief Pascal Mailhos told
Le Monde, “The phenomenon is booming, and it worries us””
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Security experts are concerned that police are not as alert

to the potential threat from an ethnic European woman as
they might be to that from a young man of Middle Eastern
appearance. Female suicide bombers have been used exten-
sively in Russia by Islamic terrorists from the North Caucasus,
including the 2004 metro attack mentioned previously and
subsequent Moscow metro attacks in March 2010. Bavarian
Interior Minister Guenther Beckstein told The Washington Post
that many converts, whether as contrition for past sins or to
prove their devotion to the new religion, may be more easily
led into extremism.

Radicalization: a process

In order to understand and prevent radicalization, there has
been extensive discussion about the causes. Anger about a
perceived Western war against Islam and feelings of alien-
ation among Muslims living in the West are frequently cited
as contributing factors. Kenan Malik, a British author and
journalist, blames failed multiculturalism for the sense of
alienation: “Multiculturalism as a political ideology has helped
create a tribal Britain with no political or moral center. Today
many young British Muslims identify more with Islam than
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Moscow commuters leave flowers at the Park Kultury metro station to
honor victims of a terrorist attack in March 2010. Female suicide bombers
affiliated with a North Caucasus terrorist group carried out the attack.

Britain primarily because there no longer seems much that
is compelling about being British;” he wrote in an essay for
The Times. German Chancellor Angela Merkel agreed, saying
that multiculturalism, as a policy, “has failed totally” in refer-
ence to the widespread lack of integration by mostly Muslim
immigrants. A study conducted by John Venhaus of the U.S.
Institute of Peace found that a common trait of these foreign
fighters is “an unfulfilled need to define themselves” and
identified them as belonging to one of four groups: revenge
seekers, status seekers, identity seekers or thrill seekers.

Many Western nations are also looking at the menace of
prison radicalization. According to James Brandon of the
Quilliam Foundation: “There is increasing evidence that
prisons in the West are now starting to play a similar role [as
incubators of jihadist thought] — particularly in the United
Kingdom, which has seen more ‘homegrown’ terrorist plots
than any other Western country” Brandon points out that
violent extremists recognize prisons as ideal recruiting
grounds. “Prisons are places where disaffected, often violent
individuals are concentrated to be punished by the state,” he
wrote in the CTC Sentinel. “Such individuals are naturally re-
ceptive to an ideology that glorifies anti-social and anti-state
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French Foreign Legionnaires patrol a Paris train station. France
increased the terrorism threat level in September 2010 in response
to intelligence warnings of a plot to attack European cities.
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violence and that appears to offer clear, albeit intolerant,
solutions to complex problems of identity and belonging.”

A report for the New York City Police Department ti-
tled “Radicalization in the West: The Homegrown Threat,’
examines 10 successful and unsuccessful terrorist plots
(six in North America, three in Europe and one in Austra-
lia) and delineates common features in the radicalization
process, including four distinct phases: Pre-radicalization,
self-identification, indoctrination and “Jihadization” The
report concludes that radicalization in the West differs
greatly from that in the Muslim world: “The transforma-
tion of a Western-based individual to a terrorist is not
triggered by oppression, suffering, revenge, or despera-
tion, rather, it is a phenomenon that occurs because the
individual is looking for an identity and a cause and unfor-
tunately, often finds them in the extremist Islam”

The EU Counter-radicalization Strategy recognizes the
need for authorities to identify those most vulnerable in
order to develop effective policies to counter radicaliza-
tion. It looks to the results of a 2006 Institute for Migra-
tion and Ethnic Studies report that recommends the fol-
lowing steps: 1) increase societal trust; 2) increase political
confidence; 3) increase religious defensibility; and 4) find
ways of contacting radical youngsters. Venhaus agrees
with this approach and recommends a range of programs
to connect with those at risk.

Russian history and culture differ from those of Western
Europe, contributing to a somewhat different path toward
radicalization. In his book Russia After Putin, Mikhail

Delyagin, director of the Institute of Globalization, opined
that ethnic Slavs may be attracted to radical Islam because
Islam occupies the place voided by the collapse of Marxism,
offering young people “the sense that they were contribut-
ing to a universal ideal,” and “provides a feeling of tran-
scendence over everyday life” Ali Polosin, a former Russian
Orthodox priest who converted to Islam, explained to
Komsomolskaya Pravda how Islam can be distorted to justify
terrorism: “Islam is a religion of revolutionaries. Revolution-
ary ideas can be easily transformed into terrorist ideas. It is
enough to slightly change the interpretation””

Whole-of-government approach

As the EU Counter-radicaltization Strategy points out,
“radicalization is a complex phenomenon that can only be
caused by a combination of factors.” As such, a comprehensive
approach is required to combat radicalization and mitigate
its damage. A whole-of-government approach implies the
cooperation and engagement of various levels of govern-
ment, including law enforcement, intelligence, and commu-
nity and social services. Different agencies should address the
problems from their respective strengths, while communi-
cating among themselves to facilitate policies and programs
that are mutually beneficial. Not doing so increases the risk
that agencies will work at cross-purposes. Cooperation and
coordination among and within governments, international
organizations, nongovernmental organizations and religious
institutions can more efficiently address these complex radi-
calization and violent extremism issues. O
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. Clearing Minefields

Fortunately, international teams with bomb-sniffing
dogs, advanced robotics and modern metal detectors

are achieving victories in the fight against abandoned
landmines. Good news arrived in December 2009: Two
European nations, Albania and Greece, announced at
the Cartagena Summit on a Mine-Free World that their
terrain was effectively “mine-free” following multimillion-
dollar ordnance removal efforts. “The combined results
of this nearly decade-long effort saw the return to safe
use of over 16 million square meters of land and the
destruction of over 12,500 mines and nearly 5,000 items
of unexploded ordnance;’ the U.S. State Department said
of Albania in July 2010.

Albania and Greece are declared “landmine-free”

Among the toughest barriers to post-war reconciliation and reconstruction throughout much
of Southeast Europe, the Caucasus and Central Asia are the millions of landmines that have
turned field and forest into no man’s land. Even as warfare has fled countries such as Bosnia
and Herzegovina, Croatia, Albania and Azerbaijan, buried explosives in the ground, able to
sever limbs and shorten lives, have disrupted attempts to bring these societies to full peacetime
footing. In the case of Bosnia, close to 4 percent of its territory harbored hundreds of thou-
sands of landmines as of early 2010, remnants of a war that ended 15 years earlier. Bosnia rep-
resents the worst-case scenario in the Balkans but is dwarfed by the problem in Afghanistan,
where conflicts since the 1970s have left the landscape strewn with millions of explosives.

After coming into widespread use in the early 20th
century, mines have become the chief post-war hazards in
scores of countries. Hundreds of varieties exist, including
tiny anti-personnel mines designed to injure, but not kill,
passing Soldiers; “leaping” mines that scatter hundreds of
bits of lethal shrapnel; and high explosive mines that tar-
get tanks and other vehicles. Most attention has focused
on the direct human dimension, the estimated 10,000
civilians mines Kkill or injure each year. But the problem
of “mine contamination” transcends lost lives and limbs,
international aid organizations say.

“Mines destroy national infrastructures and im-
pede economic development and reconstruction efforts.

THE ASSOCIATED PRESS

An Afghan deminer in 2008 searches for unexploded
ordnance.

A mine clearing vehicle operated by Slovakian Soldiers clears a minefield at the

ISAF’s airport in Kabul, Afghanistan. The battalion has destroyed hundreds of
mines in what is one of the most heavily mined countries in the world.
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Greek Soldiers search for landmines near the town of Soufli at
the Greek-Turkish border in 2006. Greece recently announced
it was “mine free” after a multiyear clearance effort.

Transportation networks, power lines and water resources are
damaged and inaccessible,” the Canadian Landmine Foundation
noted. “The production and distribution of fundamental goods
and services is disrupted. Tourism markets, an important source
of income in many countries, suffer greatly. In addition, mine
clearance programs divert financial resources from critical devel-
opment and reconstruction projects”’

Afghan example

As a poor nation dependent on herding and crop cultiva-

tion, Afghanistan suffers disproportionately from the tens of
thousands of unexploded mines littered across roads, irriga-
tion ditches and pastures. A report by the U.N. Department of
Humanitarian Affairs places the number of landmines in the
country at close to 10 million, many left over from the Soviet
era of the 1970s and 1980s. Twventy anti-mine organizations,
employing more than 8,000 people, have worked in Afghani-
stan. One of them, the Mine Action Programme of Afghanistan,
partly financed through the U.N. Voluntary Trust Fund, has
cleared close to 20,000 explosives so far. Even where landmines
have been deemed a battlefield necessity, troop have stepped up
use of degradable explosives that automatically deactivate after
a designated number of months or years, reducing the need for
later clearance.

Though less contaminated by landmines than Afghanistan,
neighboring Tajikistan has been making progress in de-mining
the country following its civil war in the 1990s. According to the
U.N. Mine Action Service, Tajikistan has managed to open up
three-quarters of its mine-affected land, a process that included
the removal of 12,400 landmines. Tajik landmine casualties have
decreased by half, the U.N. said. Efforts continue under the
auspices of the Organization for Security and Co-operation in

AGENCE FRANCE-PRESSE

An Afghan displays an anti-personnel mine, a variety
terrorists had tried to smuggle into the capital of Kabul.

Europe and U.S. Central Command. Munitions experts from
Germany, Spain, Switzerland, Belgium, Austria and France have
added their expertise. The U.N. has high hopes of duplicating
Tajikistan’s relative success in Afghanistan. Its strategy calls

for removing nearly every anti-personnel mine in Afghanistan
by 2013.

Further progress

In what landmine clearance proponents dubbed a huge success,
more than 120 countries were represented at the Cartagena
landmine summit in late 2009. Though financial contributions
to mine clearance vary, tens of millions of dollars are spent an-
nually. In Azerbaijan, for example, donations helped purchase
several remote-controlled “mini-flail” machines. They run on
tank-like treads and use rotating flails to sift soil for mines.
Azerbaijan’s mines stem mostly from its conflict with neighbor-
ing Armenia over Nagorno-Karabakh from 1988 to 1994.

The largest financial contribution toward landmine clear-
ance, about 1.5 billion euros since 1997, has come from
European Union member states. The United States has con-
tributed a similar amount over the years. Still, the U.Ns
Portfolio of Mine Action Projects for 2010 cites a “record short-
fall” in financing 277 projects worldwide, costing $589 million.
The largest single request for aid came from Afghanistan.

“Some of the beneficiary countries included in the portfolio
have well-advanced mine action programmes, while others have
begun tackling landmines and explosive remnants of war only
recently” U.N. Under-Secretary-General Alain LeRoy wrote in
the introduction to the 2010 portfolio. “Regardless of the stage
of development, each of them requires sustained support from
governments and donors alike, in order for all of us to move
forward and succeed” O
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Afghans Boost Trade and Investment
Economy and security are inseparable

For centuries, Afghanistan’s relatively primitive economy has focused on local
production for local needs: goat herding, brick making, hand weaving and subsistence
agriculture. The big exception has been opium, a product whose illicit international
success has been a source of woe.

A fruit seller packages some of Afghanistan’s large apple crop for sale. In pursuit of foreign earnings, the country has
approved a transit deal with Pakistan that promises to increase sales of agricultural produce to India and beyond.
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But even in the face of corruption and
insecurity, the country is pressing forward
with attempts to link itself productively to
the international economy, playing off its
strengths as an affordable source of agricul-
tural produce, valuable minerals and semi-
skilled labor.

The recently concluded Afghanistan-
Pakistan Transit Trade Agreement allows
landlocked Afghanistan to ship products
through Pakistani and Indian ports largely
closed to the nation previously. Trucks and
airplanes carrying shipments of apples,
pomegranates and pistachios have already
crossed the border on their way to inter-
national buyers. Tentative free trade agree-
ments being negotiated with the European
Union and the United States would drop
duties on mostly cotton textiles produced in
economically depressed sections of Afghani-
stan and the borderlands of Pakistan. A
fledgling banking system in the form of the
Kabul Bank has expanded to 60 branches
with more than 714 million euros ($1 billion)
in deposits. And in perhaps the largest deal
of all, Afghanistan’s prospective mineral
wealth has enticed a Chinese company to
start a multibillion-dollar copper mining and
smelting operation south of Kabul.

No one is predicting overnight suc-
cess for what is one of the world’s poorest
countries, but economists recognize Afghani-
stan’s need for free market alternatives to
opium poppy cultivation and foreign aid.
Members of the International Security As-
sistance Force realize that a big attraction of
the Taliban insurgency is the higher-than-
average pay violent extremists offer their
mostly impoverished recruits. “Everything
is connected,” NATO Secretary-General An-
ders Fogh Rasmussen said in an April 2010
speech outlining Afghanistan policy. “In

Afghanistan, there can be no development
without security. But equally, there can be no
lasting security without development.”

Large-scale enterprises such as the cop-
per mine complement the smaller-scale work
of multinational Provincial Reconstruction
Teams and other aid workers dedicated to
rebuilding Afghan provinces wrecked by de-
cades of war. Two successful enterprises that
started small but promise to grow big are
the Badam Bagh experimental farm and the
Omaid Bahar fruit processing plant, both
working to capture a market for pomegran-
ate juice, which is in high demand interna-
tionally. Britain’s
Independent newspaper dubbed Omaid Bahar
a “beacon of hope” for as many as 50,000
Afghan farmers who could sell produce to
the factory.

But without physical access to interna-
tional markets — markets easier to reach
thanks to the Pakistani transit agreement
— some of the Afghan agricultural out-
put might literally rot on the branch. Dr.
Gulshan Sachdeva, an Indian professor who
has assisted the Afghan Ministry of Foreign
Affairs, called the Afghan-Pakistani trading
agreement a “huge step forward for Afghan
exporters” “India has been the number
one export market for Afghan products
since 2005. The main exports to India are
edible fruits, nuts and asafetida. Obviously,
this deal will for the first time provide an
opportunity for Afghan producers of fruits,
dry fruits, carpets and marble to ship their
goods across Pakistani territory to the vast
consumer market of India and beyond,’
Sachdeva wrote in a September 2010 report
for the Central Asia-Caucasus Institute.

Free trade agreements that would cover
Afghan-manufactured goods, expanding
upon the well-established cotton-based
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A Pakistani textile worker weaves cloth at a mill in Lahore in 2009.
Pakistan and Afghanistan are lobbying the European Union to lower tariffs
on textiles produced in their countries, including the creation of tax-free
Reconstruction Opportunity Zones in economically distressed areas.

textile industry of neighboring Pakistan, have been under
discussion since at least 2006. The creation of Reconstruc-
tion Opportunity Zones, or ROZs, would allow tariff-free
importation of some Afghan and Pakistani textiles into the
U.S. and possibly the EU. The EU relented in the case of
Pakistan after devastating floods in 2010, but a commit-
ment to Afghanistan remains elusive, the resistance due in
part to opposition by European labor groups.

Infrastructure and security issues
Some critics of ROZs support the concept but object to
placing these opportunity zones too far on the periphery,
where security and infrastructure are scarce. In the rug-
ged terrain of Afghanistan, it’s often easier to bring labor
to the factories than factories to the labor, they argue.
“If gas, water, electricity, telephone and Internet are not
provided, the ROZ will turn out to be nonstarter. And even
if all of these are made available, projects like these would
take a very long time to start producing and exporting,’
Aamir Butt, director with a large Pakistani textile com-
pany, told an Indian trade publication.

Infrastructure is also key to the success of the most
highly praised of the country’s economic development
projects, the Aynak copper mines in Logar province. A

Chinese company won the right to mine what scientists
say could be the second-largest accessible copper reserves
in the world, after those at Mount Toromocho in Peru.

At 2.1 billion euros ($3 billion), the investment would

be the largest in Afghanistan’s history. The deal comes
with a promise by the Chinese government to jump-start
an Afghan national railroad by building a line from the
border to the mines. Other contributions include a 358
million-euro ($500 million) power plant, hospitals, schools
and worker housing. The Afghan government predicts the
copper mining operation will create at least 10,000 direct
jobs and thousands more indirectly. “When you have men
who don’t have jobs, you can’t bring peace,” Abdel Rahman
Ashraf, a geologist who serves as the country’s top mining
and energy advisor, told McClatchy Newspapers.

Not content with selling copper alone, the Afghan gov-
ernment is pressing ahead with plans to lease Afghanistan’s
Hagigak iron ore mines to international companies. The
country is also richly endowed with lithium, a mineral that
the world needs to make billions of rechargeable batteries.
“When we have a little security here, this will be a paradise
to come and mine,” Ashraf told McClatchy. “We are near
the markets. Those markets are China and India. The
transportation is not difficult”
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Traditional crafts such as brick making, shown here
just outside Kabul, continue to dominate Afghanistan’s
economy, but foreign trade and investment are
expected to improve the country’s standard of living.

Combating corruption

Corruption is another problem inseparable from do-

ing business in Afghanistan. Although Kabul Bank has
provided critical financial footing to a country that just a
few years ago possessed not a single modern bank, accusa-
tions of cronyism and fraud have reduced confidence in
the institution. In one case, bank executives improperly
invested millions of euros in Dubai real estate that subse-
quently depreciated, harming the bank’s balance sheets.
Aid workers fear money intended for relief of the poor
has also been secreted out of the country. “It is clear that
much more money is making its way out of Afghanistan
through Kabul’s airport than is being officially declared
and logged. For example, important politicians and
businesspeople can often board planes from the airport’s
special VIP area without being searched,” Der Spiegel
reported in May 2010. The International Monetary Fund
expressed willingness to help Afghanistan financially as
long as the Afghan government resolves to fix its banking
crisis. In early 2011, the Afghan finance ministry issued a
statement recognizing unethical and fraudulent behavior
among bank executives and failures of oversight from Da
Afghanistan Bank, the country’s central bank. But Af-
ghan officials also tried to blame "ineffective international

Afghan miners work at an emerald mine in the Panjshir Valley.
Geologists say Afghanistan sits atop a vast wealth of minerals.
One of the latest operations is a multibillion-dollar investment to
excavate and process the Aynak copper reserves near Kabul.

technical assistance and supervision," Agence France-
Presse said.

On the other hand, much of the financial corruption
in an undeveloped country happens outside modern
banking channels, in Afghanistan’s case through a tradi-
tional Islamic lending network known as hawala. When it
comes to security, even an imperfect bank with modern
tracking methods marks an improvement over hawala.
“For the recovery of this war-dominated land, a function-
ing banking sector is essential,” Der Spiegel reported in
September 2010, calling hawala “an informal exchange
system that made business easier for drug traffickers and
kept terrorists one step ahead of prosecution.”

Despite the pains inherent in the country’s growth
phase, few doubt that international investment will bring
benefits to a country whose illicit economy has long
dwarfed its open economy. Agricultural exports, semi-
skilled manufacturing and large-scale mining all provide
building blocks toward greater national wealth. As Af-
ghan diplomat M. Ashraf Haidari wrote in the New York
Daily News: “If we are to emerge as a strong and indepen-
dent democracy, the campaign for Afghanistan’s economy
must stand on equal footing with the counterinsurgency
campaign. In fact, they are one and the same” O
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Broadening the Borders

Expansion of the Schengen area would encourage free movement

In 1985, the governments of Belgium, France, Germany, Luxembourg and the
Netherlands signed a cooperative agreement in a small border town called
Schengen that eliminated border checks among those countries. Taking the name
of the Luxembourg town where the agreement was signed, the Schengen area
lets participating countries’ citizens travel freely without having to show a visa
or passport. Schengen’s goal is to ensure free movement of people, goods, ser-
vices, labor and capital. From those beginnings 26 years ago, 25 countries, nearly
all of the members of the European Union, have joined the Schengen area.
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Serbian travelers hand over their passports at the border with Hungary in December 2009. As of
that month, Serbia, Macedonia and Montenegro were allowed to travel visa-free across Europe.

But in building this passport-free zone, Europe has striven to
protect external borders against organized crime, drugs, ter-
rorism and illegal immigration. If a criminal or terrorist slips
across one Schengen country’s border, that country’s mistake
becomes everyone’s mistake. The challenge for Europe is
how to expand the Schengen zone in the spirit of welcoming
immigrants and visitors, yet still maintain security.

In April 2010, the EU simplified entry into its passport-
free zone with a revised visa policy. The Schengen visa
policy overhaul reduces long lines, simplifies the comple-
tion of forms, cuts costs, institutes appeals for denials and
reduces trips to consulates for visa applicants. Border
simplification, such as Schengen, offers travel flexibility for
tourists, journalists, students, families and medical patients.
Border porosity also means a smoother flow of goods and
labor, which provides huge benefits for countries suffering
worker shortages as a result of declining birthrates.

To help EU countries attract highly skilled workers,
officials initiated in 2008 an EU Blue Card immigration
plan similar to the U.S. green card system. Cardholders
would be treated as EU nationals regarding tax benefits,
social assistance, payment of pensions, access to public
housing and study grants. The EU hopes the Blue Card
will help the countries compete for educated migrants, as
Europe grows older and a shortage of skilled professionals
results. A 2006 report by the Danish Institute for Interna-
tional Studies affirms that the expansion of the EU into
new countries — countries that subsequently earn member-
ship in Schengen — has been hugely successful.

“The main objective of the enlargement policy, however,
has not been to increase the Union’s political weight, but to
extend the area of security beyond its borders, progressively
including those countries seeking stability and economic
prosperity,” the publication said. Before new EU members
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Schengen and

EU Countries

join Schengen fully, they must prove they can police their
borders effectively using computerized tracking systems.

Making travel easier

The new streamlined Schengen visa process is “faster and
fairer;” the European Commission announced in April 2010.
The wait has been shortened to two weeks, during which
time a country’s representative must interview the visa can-
didate. Visa denials must come with an explanation for the
denial. In the old system, applicants never learned why they
were rejected, breeding frustration. “I think we should admit
that in the past sometimes the visa process was not always
customer friendly. There were very long waiting lines; some-
times you had to wait for two months before you could apply
for your visa,” Jan de Ceuster, head of the EC’s visa issuance
department, told the Deutsche Welle in May 2010.

The waiting list grows for countries desiring visa-free
travel, and Russia has been pressing for such status since at
least 2005. At the last EU-Russia summit in May 2010, EU
officials raised new demands of Russia, and it appears that
visa-free travel between the two will not be anytime soon.
Russian Prime Minister Vladimir Putin vowed it would even-
tually happen, predicting “visa-free travel to football fans if
Russia wins its bid to host the 2018 or 2022 World Cup,” The
Moscow Times reported in September 2010. Russia was chosen
in December 2010 to be the host of the 2018 tournament by
world soccer body FIFA. This win may serve as a powerful
incentive for Russia to complete Schengen requirements.

SCHENGEN BUT
NOT EU STATE

1. lceland
2. Norway

3. Switzerland

NON-SCHENGEN

BUTIN EU

4. Bulgaria 7. Romania

5. Cyprus 8. United Kingdom

6. lreland
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9. Austria 20. Latvia
10. Belgium 21. Lithuania
11. CzechRepublic  22. Luxemburg
12. Denmark 23. Malta
13. Estonia 24. Netherlands
14. Finland 25. Poland
15. France 26. Portugal
16. Germany 27. Slovakia
17. Greece 28. Slovenia
18. Hungary 29. Spain
19. ltaly 30. Sweden

Some EU members are less optimistic. German Chancellor
Angela Merkel told reporters in September 2010 that “there’s
yet a long way to go.” Lithuanian President Dalia Grybauskaite
added that the EU had other priorities, namely Ukraine, and
it was too early to talk about Russian membership. Various Eu-
ropean government officials agree that a group of six former
Soviet republics — Azerbaijan, Armenia, Belarus, Georgia,
Moldova and Ukraine — should be allowed visa-free travel
before Russia. George Schoepflin, an EU parliamentarian
from Hungary, said it may be a burden for Russia to wait for
Azerbaijan to catch up to Schengen border standards, but he
hopes negotiations are completed by 2014.

Visa precautions necessary
Some European officials worry that looser borders with
Russia will attract crime and wonder whether the EU would
be able to deport Russian citizens who overstay their visas.
Growth in trade between Germany and Russia has sparked
more interest in border crossing. In July 2010, Germany and
Russia signed nearly two dozen deals between companies, in-
cluding Siemens and Russian Railways, adding up to billions
of dollars. “Germany is Russia’s major trading partner with
trade between the two countries topping $15 billion [more
than 10 billion euros] in the first quarter of the year;” The
Associated Press reported.

Economic cooperation and the visa-free regime were
discussed at a meeting in July 2010 between Russian Presi-
dent Dmitry Medvedev and German President Christian
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Immigration Dilemmas

Although troubles persist, Europe has made progress

Fewer job opportunities and stronger deterrence curbed the
number of illegal immigrants crossing into the European
Union by 33 percent in 2009, Frontex, the EU’s border man-
agement agency, reported. Experts anticipate this number to
rebound when the job market improves and new weak spots
along borders are exposed.

The Frontex 2010 Annual Risk Analysis praised two
bilateral agreements that helped control illegal immigrant
crossings on the so-called Central Mediterranean route —
Libya to Italy — and the Western African route — Senegal
and Mauritania to Spain. In 2009, Libya and Italy signed
an agreement for Libya to repatriate most of the migrants
rescued in the Mediterranean. Malta has indirectly benefit-
ted from the agreement, and as of mid-year 2010, only a
single group of 27 illegal immigrants had reached Malta, the
Times of Malta reported. “Although the [European] Commis-
sion prefers a European rather than a bilateral agreement,
this bilateral agreement between Italy and Libya had proved
to be efficient because illegal migration had been stopped,’
Stefano Manservisi, director general for development of the
European Commission, told the Times of Malta in July 2010.

In 2007, Spain signed collaborative agreements with
Senegal and Mauritania for a Spanish labor plan that offers
legal passage and one-year work permits. The hope is that
a legal migration option will dissuade young Africans from
dangerous attempts to enter illegally. “It’s advanced thinking
in terms of migration policy,” Peter Sutherland, the United
Nations special representative for migration, said in an inter-
view with The New York Times in 2007. “It’s trailblazing”

Border troubles remain

In contrast, Greece continues to struggle with border control
and remains a choice route among those desiring entry into
the EU. Border corruption persists in the Balkans. “Greece
has found itself on the sharp end of Europe’s illegal-immi-
gration problem largely because its ‘competitors’ have found
ways of stemming the flow;” The Economist wrote in February
2010. Significant traffic into Greece pours across its 125-mile
land border with Turkey. According to Frontex, 90 percent of
Europess illegal immigrants enter through Greece. Deter-
mined to fight the unwanted flux, the Greek government an-
nounced in December 2010 that it plans to build a wall along
its land border with Turkey to keep out unwanted migrants.
In October 2010, Turkish Prime Minister Recep Tayyip Erdo-
gan promised closer cooperation with Greece to fight illegal
immigration into Europe in exchange for Greek assistance

in helping loosen visa rules for Turks, The Associated Press
reported. Poorly monitored borders hurt the economy and
security. In April 2010, a deputy commander of Tajikistan’s
border guard troops was caught accepting a bribe of 10,600
euros, paid in dollars, and was additionally suspected of drug
trafficking, the Russian news agency Ria Novosti reported.
Heroin from Afghanistan flows partly throughTajikistan to

Russia and the rest of Europe. Britain recently strengthened
its borders, making it more difficult for Afghan refugees to
immigrate, after combating floods of refugees over the past
decade.

Spain embraces immigrants

On the other hand, Spain has pioneered a more open
immigration policy. Over the past decade, it has absorbed
more than 3 million foreigners from Romania, Morocco and
South America. “In 1999, Spain was a country with barely
any immigrants at all. Today, they make up 12 percent of the
population,” the Guardian reported in October 2010. Jobs are
a big draw for immigrants. Many of the millions of jobs cre-
ated in Spain over the past few years were in construction,
the hospitality industry and health care.

However, not even Spain is immune to the worldwide
economic crisis. Spain’s unemployment reached 19 percent
in 2010, almost twice the EU average, with a record
4 million people out of work. Some economists say Spain’s
approach to immigration, nonetheless, is a model for
growth in Western Europe and elsewhere. “If you make
your labor market more open and flexible, in a world
where populations are more mobile and economies are glo-
balizing, you attract people who want to work,” economist
Eric Chaney told Bloomberg Businessweek. Turmoil in North
Africa in the winter and spring of 2011 forced rulers there
to disregard their once successful immigration policy with
Italy. Thousands of North African refugees arrived in Italy,
mostly from Libya. Before January 2011, Spain and Italy
shared agreements with North African countries that hin-
dered migrants from sailing the Mediterranean Sea to Italy.
Italy would donate $5 billion over 20 years if Libya blocked
immigrants from leaving. A recent article by the European
Union Institute for Security Studies suggests members step
up diplomacy and work “towards a more harmonious Euro-
pean asylum and migration policy.”

Attracting skilled immigrants
The numbers do not lie: EU economies would benefit from
immigrant labor and purchasing power. “European countries
where women have fewer than two children, on average,
have to keep bringing in non-Europeans to maintain their
populations, living standards, and pensions,” Andre Sapir,
economics professor at the Universite Libre de Bruxelles,
told Bloomberg Businessweek. Letting in educated workers with
the use of an EU Blue Card may prove to be effective.
Different countries offer different approaches to illegal
immigration, based on culture and international relations.
Immigrants have made tremendous contributions to Europe.
A statement made by Kofi Annan, former secretary-general
of the United Nations, in a speech in 2004 still holds true:
‘An open Europe will be a fairer, richer, stronger, younger
Europe — provided Europe manages immigration well”
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REUTERS

A Swiss customs officer checks a passport at a crossing near Geneva on the
Swiss-French border. Switzerland joined the Schengen zone in December 2008.

Waulff. Wulff said he welcomes a visa-free proposal but that it
should happen when all member states are ready. European
leaders agree that removing visa requirements “is a reward
for progress toward democracy and the rule of law and thus
a powerful carrot in Europe’s relationship with Russia,” the
Carnegie Endowment for International Peace wrote in May
2010. Eager to boost tourism and ease their nation’s financial
distress, Greek officials are also working with Russia to cre-
ate a simplified visa regime between the two nations.

Bulgaria and Romania, despite belonging to the EU,
have also met roadblocks in becoming Schengen mem-
bers. In September 2010, EU European affairs ministers
decided to delay the admission of those countries, citing
the countries’ inadequate judicial systems and failure to
curb corruption, according to the website EurActiv. The
proposed admission in 2011 of Bulgaria and Romania is
uncertain. An EU assistance program called the Coopera-
tion and Verification Mechanism is helping those countries
reach their Schengen goals.

A handful of other countries are also moving forward.
Visa requirements for citizens of Albania and Bosnia and
Herzegovina were dropped in December 2010. To enter the
Schengen area, Bosnians and Albanians require only biomet-
ric passports. This development came after they improved
passport security and border control and fought organized
crime and corruption. Countries on the waiting list for visa-
free travel are Croatia, Kosovo, Georgia, Taiwan and Turkey.

Lessons learned
Mixed emotions about Schengen enlargement exist.
The visa-free regime of the EU can be rigid and exclude

countries outside the Union. This can stimulate the need
for bilateral, separate agreements between EU members
and non-EU members. One example of this is Poland,
an EU member, and Ukraine, a non-member. The EU
visa-free regime unintentionally undercut previously
established social and economic ties between the former
Warsaw Pact members.

Corruption and crime also find a way of entering the
Schengen zone, and this can increase costs for all EU coun-
tries. Switzerland experienced a flood of beggars on streets,
bridges, buses and trams. Swiss citizens complained of in-
creased litter. Corrupt border guards and inconsistent appli-
cation of asylum policies have been considerable problems.

Germany experienced an increased number of car thefts
near the border, but also increased business from cross-
border commerce. West European states, however, retain the
right to block immigration at least for the next five years.

Some fear that border freedom means migrants will take
their jobs. Sentiment against immigration appears to be ris-
ing in Europe, as witnessed in complaints about the prover-
bial Polish plumber “stealing” jobs and the success of anti-
immigration parties in Sweden and the Netherlands. “There
is little evidence,” said Vladimir §pidla, EU commissioner
for employment, social affairs and equal opportunities,
“that workers from the new member states have displaced
local workers or driven down their wages in a serious way,
even in those countries where the inflows have been great-
est, although there have been some temporary adjustment
problems in specific areas.”

Travel freedom reflects relationships

The Economist recently reported that British citizens enjoy
the fewest visa restrictions of nearly 200 countries, with
Denmark coming in second, and France, Germany and
Italy tied for third. The article asserts that the number of
visa restrictions that a country imposes on visitors from
outside of the Schengen is an indicator of a country’s inter-
national alliances and relations. “Generally, citizens of rich
countries and trade-based economies have more freedom
to travel than those of countries suffering from war or
repression.” Afghanistan, Iraq and North Korea impose
the largest number of restrictions on their citizens’ travel,
according the article.

On the whole, although Schengen itself did not greatly
change European immigration policy, it is an influential
factor that continues to encourage harmonization on issues
such as the management of visa policy, both legal and illegal
immigration policy, asylum, as well as greater cooperation on
security issues. “The aim of the new EU visa code is to coor-
dinate the practices in all the Schengen countries, making it
easier for the millions of applicants all over the world asking
for a Schengen visa,” European Justice Commissioner Cecilia
Malmstroem told the Deutsche Welle in May 2010. Slowly
becoming part of the EU promotes a more democratic way
of life, assists countries to solve their problems and promotes
neighborly cooperation. O
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BOOK REVIEW

By David E. Hoffman

David E. Hoffman

THE DEAD HAND:

The Untold Story of the
Cold War Arms Race and
Its Dangerous Legacy

New York: Doubleday, 2009; 575 pages

Reviewed by Col. Jeffrey P. Lee
George C. Marshall European Center for Security Studies

This book highlights the sobering account of how shockingly close the United States and
Soviet Union came to incidents involving the use of weapons of mass destruction. And the ac-
counts are much broader than the Cuban Missile Crisis.

Admittedly, I am biased. During my early military career
in Germany, in 1990, I assisted with upgrades to the
Miesau Army Depot to enable the removal of all U.S.
chemical weapons stockpiled in Europe. That was one
small step back from the precipice described so eloquent-
ly in the recent Pulitzer Prize-winning book The Dead
Hand by renowned author and Washington Post contribut-
ing editor David E. Hoffman. Magnificently researched
and written in a style reminiscent of a spy-thriller, this
important work reveals many secrets and harrowing inci-
dents involving some of the most catastrophic and deadly
weapons developed during the Cold War.

For nearly 50 years, the Cold War was the central se-
curity dilemma for the superpowers. It was the defining
reason for the establishment of NATO and the Warsaw
Pact. This period was defined by a notion of deterrence,
even if through concepts such as Mutually Assured De-
struction from nuclear weapons, to the experimentation
and development of some of the most deadly chemical
and biological weapons in history. This period was also
marked by errors in judgment about, some say gross
miscalculations of, each other’s intent, making the po-
tential use of these weapons a real danger. Spies for both
alliances certainly worked to sustain and at times foment
these frightening strategies. The Dead Hand details this
period, then takes the reader through what the author
calls “a great unraveling” as the Soviet Union imploded,
before touching briefly on the mid-1990s, when both
sides were left to deal with the consequences of this
“arms race and its dangerous legacy”’

The book is divided in three parts, the first part deal-
ing with these terrible weapons and “war scare” inci-
dents. Part two goes in-depth about the bold steps toward
arms control by Presidents Ronald Reagan and Mikhail
Gorbachev and of nonproliferation efforts, such as the
Nunn-Lugar Cooperative Threat Reduction Program.
This part also details the many miscalculations and tragic
results during this period, including a lengthy account
of the downing of Korean Airlines Flight 007. Scientists’
stories and their ethical dilemmas are described in vivid
detail alongside the role spies played in this dangerous
era. Part three culminates with a description of the end
of the Cold War, the dissolution of the Soviet Union,
and the Cold War’s deadly legacies that include unsecure
weapons and pathogens, their associated facilities, and
the people who developed them.

Hoffman is thoroughly qualified to describe these
incidents and the subsequent difficult steps taken to
bring the U.S. and U.S.S.R. back from the brink. He has
interviewed the chief actors and woven rich details from
personal accounts and from newly discovered archives
concerning the Cold War arms race.

The prologue builds tension by immediately describ-
ing an epidemic outbreak in which an estimated 60 Soviet
citizens mysteriously die from “pneumonia-like” symptoms
in Sverdlovsk — revealed later in the book as an accidental
release of militarized anthrax. One also reads about the
vast complex in Stepnogorsk, where literally tons of an-
thrax could be made in the event of conflict. Understand-
ing that a few micron-sized anthrax spores are enough to
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kill a human, the reader is startled by the magni-
tude of this facility. The first few pages detail yet
another chilling tale in which a Soviet early-warning
station received indications that a U.S. missile attack
was in progress, indications deemed later to be
“another” false alarm within the few crucial min-
utes necessary to launch nuclear counterstrikes. “Autharitative and chilling....A readable, many-tentacled account
For admirers of Reagan and Gorbachev of the decades-long military standoff.” —The New York Times
(who turned out to be the last General
Secretary of the Communist Party), their mem-
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Defense Initiative and how ineptly the former
Soviet Union dealt with ending the Biopreparat
Program, hiding a vast germ warfare complex
even after signing the Convention on the
Prohibition of the Development, Production
and Stockpiling of Bacteriological (Biological)
and Toxin Weapons (commonly known as the
BWTC). There is a detailed explanation of the
miscalculation and response to the shooting
down of the Korean airliner and both leaders’
reactions to the tragedy.

The Dead Hand reveals that 600 kilograms
of highly enriched uranium (HEU), enough
to provide the basic material for perhaps six
nuclear weapons, was discovered stored and
secured in Kazakhstan in a manner even young
vandals would find undaunting. The weap-
ons-grade HEU’s subsequent secret removal
during an operation called Project Sapphire
in 1994 will both thrill the reader about the
early successes of Cooperative Threat Reduc-
tion and chill them when they consider the
lingering threat of “loose radiological materi-
als” The author cites this U.S. legislation and
CTR program as one of many valiant efforts to
secure and dismantle weapons of mass destruc-
tion and their associated infrastructure in the
former Soviet Union.

The book is thoroughly researched and
complete with endnotes with further explana-
tion and attribution. Forty black-and-white
photographs and a map noting key Dead Hand
sites also make this book a truly important
contribution for serious scholars, students of
security studies and those just wanting to learn
more about the Cold War.

This book is on the U.S. Defense Threat
Reduction Agency director’s recommended read-
ing list, as well it should be. It is certainly a new full
account of how the Cold War arms race ended and
how many subsequently struggled to keep these
terrible weapons out of the hands of terrorists and
rogue states. O
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The George C. Marshall European Center for Security Studies announces its inaugural

essay contest, titled "Security Challenges for 2020: What Will NATO Do?"

Evaluation Procedure: Three winning essays will be selected on

the following criteria: originality and creativity; logical presentation of
supporting arguments; factual/historical accuracy; scope of research.
Final judging and selection of three winning essays will be conducted
by a committee of Marshall Center faculty. Results will be announced

This contest is open to current students and Marshall Center alumni. The essay .
should identify the paramount task to be accomplished as NATO moves toward

2020. Contest participants should discuss the challenges and opportunities that

lie ahead for NATO and its partners as the organization adapts to an evolving and .
complex world, identifying the critical task to be addressed to ensure success.

OFFI

CIAL RULES

Eligibility: Entrants must be current students or alumni of the Marshall Center.
Format: Entries must be presented in the format of a persuasive

essay (Associated Press style), between 1,000 and 3,000 words using a
12-point font with double spacing, and include notes and bibliography (not
included in the word count).

Topic: Security Challenges for 2020: What Will NATO Do?

e Research: Please cite library resources, Web URLs with access dates and

interviews with professionals. Please use the notes and bibliography style of
citation in the Chicago Manual of Style.
Entries: Must be submitted to editor@perconcordiam.org

at www.marshallcenter.org on June 1, 2011.

Awards: Each winner will receive prizes as follows:

First Place — A monogrammed George C. Marshall Center polo shirt, a cof-
fee mug bearing the Marshall Center seal, and the publication of the essay
and author’s profile in the fall 2011 issue of per Concordiam

Second Place — A Marshall Center coffee mug and honorable mention in
the fall 2011 issue of per Concordiam

Third Place — A Marshall Center coffee mug and honorable mention in the
fall 2011 issue of per Concordiam

Winning essays will also be featured on the Marshall Center’s website.
Entries will not be acknowledged or returned, and contributors will retain
their copyrighted work. However, submitting a paper implies the author
grants license to per Concordiam to publish the work.
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